
Ready for the 
enterprise?
Convergence, in the form of 
UTM, is a security staple, but...

Sponsored by 



Unified and ready 
to secure the  
enterprise?
Converged security has found a welcome home 
among small and midsize companies. But the 
debate over UTM’s fit for larger enterprises 
rages on, reports Beth Schultz.

Convergence makes for a popular IT di-
rective. Over the years, voice and data 
have converged onto the now-com-

monplace enterprise voice-over-IP network 
(VoIP). Traditionally distinct server, network 
and storage infrastructures are increasingly 
converging in the highly virtualized, next-
generation data center architecture. And 
cross-discipline management functions are 
converging in unified platforms.

The more converged an environment, after 
all, the less complex it is to manage and, typi-
cally, costly to maintain. With such benefits, 
convergence must naturally play a role in 
enterprise security architecture, too. Right?

Well, not necessarily, experts say. 
Security convergence, in the form of unified 

threat management (UTM), has become a 
security staple among small-to-midsize busi-
nesses since the technology’s introduction a 
decade or so ago. UTM platforms vary by 
vendor, of course, but the goal is to moni-
tor and manage multiple security functions 
through a single device. 

In general, UTM security functions in-
clude anti-spam, anti-virus, content filter-
ing, firewall, intrusion prevention and VPN. 
And some vendors go even further with their 
all-in-one approaches, wrapping in support 
for routing, WAN optimization and wireless 
access, for example. 

Coastal Pacific Xpress (CPx), one of Cana-
da’s premier trucking companies, represents a 
typical use case. 

Late last year, CPx replaced four products 
it had been using for web and email security 

with the Astaro UTM platform, called Astaro 
Security Gateway, says Chris Toth, network 
administrator at this Surrey, B.C.-based com-
pany with approximately 500 employees. 

“The appliance sits in front of 30 servers, 
providing the first point of defense behind the 
domain gateway. It is responsible for all web 
and email filtering, traffic reporting and man-
agement metrics. UTM has undeniably im-
proved CPx’s security posture while boosting 
server and application performance, because 
workloads have been reduced and network 
throughput increased, Toth says.

“We decided to use Astaro in the fall. It 
took 15 minutes to configure, and we had it 
qualified in our domain,” he says.

If only the situation was as simple at larger 
enterprises: UTM use for protecting the data 
center, at the heart of the enterprise, contin-
ues to be hard sell.

For protecting that mission-critical domain, 
enterprises still tend toward best-in-class 
security devices – products that may or may 
not be available within a UTM platform. 
Plus, the ease of management that comes 
with an all-in-one box isn’t nearly as compel-
ling at the central enterprise site – where all 
the expertise would reside – as it is out at the 
corporate extremities.

“The data center has been slow to adopt 
UTM because people there say, ‘I have the 
knowledge and the manageability to be able 
to install an intrusion prevention system, 
a firewall and do gateway anti-virus and 
such,’” says Charles Kolodgy, research vice 
president of security products service at 
IDC. “And that’s true, so it’s been with good 
reason that enterprises are less apt to use a 
multifunction box at the data center.”

Proof in the pudding
Yet, manageability is exactly what clinched 
the enterprise UTM decision for Fiserv, 
says Richard Isenberg, director of security 
engineering at this provider of information 
management and e-commerce systems for 
the financial services industry, which has 
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more than 16,000 clients worldwide. An 
early enterprise UTM adopter, Fiserv has 
been using Crossbeam Systems’ X-Series 
platform since 2003. 

As the use of online banking and bill pay-
ment services skyrocketed in the early 2000s, 
Brookfield, Wis.-based Fiserv had difficulty 
keeping up with bandwidth demands, up-
grades and infrastructure requirements, Isen-
berg says. “I had 20 or so firewall appliances 
and 20 or so intrusion detection devices, 
and I’m begging for span ports and network 
bandwidth,” he recalls. 

“We were ending up with unmanageable 
infrastructure due to complexity and appli-
ance sprawl, with dozens of individual boxes 
for different types of security,” he adds. “So 
we took a step back and started to figure out 
how we could architect a next-generation 
security solution.”

What Fiserv wanted to do was reduce the 
number of its security devices while enabling 
scalability. It also wanted to alleviate the need 
to grow its security operations team, he says. 
It’s been able to accomplish both via UTM.

UTM wasn’t a purposeful destination, 
Isenberg notes. In fact, a unified security 
platform never entered discussions when 
Fiserv first began evaluating its require-
ments. UTM only came to mind once the 
company, using an independent firm, began 
testing firewall hardware platforms. At that 
point, the UTM platform jumped out on 
the basis of its high availability, throughput, 
stability and uptime, he says.

“We then realized we could collapse our 
database firewall, intrusion prevention and 
many other platforms into one security 
solution,” Isenberg says. And so it did just 
that, reducing the number of security devices 

under management from roughly 45 to seven 
UTM chassis, he adds.

But Crossbeam approaches UTM a bit dif-
ferently than others – it integrates security 
products from different vendors. As such, en-
terprises have a greater chance of being able to 
find products to use within the UTM platform 
that meet best-in-class requirements. 

On its UTM platform, for example, Fiserv 
runs Check Point firewall, IBM and Source-
fire IPS, and Imperva database firewall ap-
pliances, Isenberg says. “We like the vendor 
neutrality,” Isenberg says. 

Really, he adds, this is a carrier-class prod-
uct, atypical of what most companies con-
sider UTM at this point.

Market watchers agree
UTM really is still best suited for the small 
and midsize business, says Greg Young, a 
Gartner research vice president.

 “For an SMB, having all the safeguards in 
a single appliance is a good decision because 
they don’t typically have a complex organiza-
tional structure or multiple geographic place-
ment points,” he says. “Does UTM belong in 
the enterprise? That has an easy answer, no.” 

The tipping point is generally at the 500-
to-750 employee mark, Young adds. “At that 
point, you start to see the buying behavior 
shift away from UTM, reflecting a reality of 
latency intolerance, multiple placement points, 
best-of-breed requirements and the like.”

Leo Siwicki, IT security manager at Ameri-
can Axle & Manufacturing (AAM), takes 
issue with Gartner’s no-UTM-for-the-enter-
prise stance. AAM, an automotive chassis 
systems and related components vendor with 
rapidly expanding global operations, uses 
Fortinet’s FortiGate UTM appliances at its 
Detroit headquarters and nearly 30 other 
locations worldwide, he says. 

Its use list is longer and more varied than 
usual, expanded beyond pure security and 
into networking, but the company has expe-
rienced little to no problems with its UTM 
platforms, Siwicki says. Each site contains 
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routing, with the FortiGate UTM acting as a 
Layer 3 core network device at each site; all 
firewall functions, including VPN and any 
specific rules; web filtering; anti-virus on the 
wire; rules-based bandwidth throttling; SSL 
VPN; data leak prevention; central logging; 
central management; and WAN optimization.

“We’re Gartner members, and I’ve discussed 
this enterprise issue with them. I can’t speak 
for super-massive sites in that my biggest site 
[a factory in Mexico] has 4,000 to 5,000 
employees, or around 2,300 actual users. But 
running our services through the Fortinet like 
we are, it is feasible,” Siwicki says. “Your cir-
cuits are only so big, and it has the iron. I do 
my sizing, bring in the appropriate equipment, 
and I have no doubt that it is going to work.”

To his way of thinking, “if enterprises are 
just using UTM in a traditional manager, it is 
a great fit,” he says. “And if they’re going to 
do something at the level that I’m doing, of 
course that requires a lot more planning, but it 
is still a great fit.”

This isn’t the old days anymore, Siwicki 
adds. “UTMs have progressed and gotten 
better,” he says, noting that AAM has even 
downgraded a model in an implementation be-
cause it proved more powerful than the higher 
level, but older box of old.

“There really are two sides,” says Denny 
Deaton, a senior consultant with network 
security consulting firm SystemExperts. “It 
boils down to the configuration of the enter-
prise, its history and the architecture behind 
the existing technology. Is it cost-effective and 
worthwhile to make a move to UTM?”

Only a risk-benefit analysis will give an 
enterprise the answer it needs, Deaton says. 
But, he adds, the advantages do tally up on 
paper. Among those are having one software 
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Get Smart: 
Your UTM deployment
Deploying a unified threat management 
(UTM) platform can be a quick and easy 
process, as can adding support for ad-
ditional functions. 

But that doesn’t mean you can take 
either cavalierly, warns Joel Snyder, senior 
analyst at IT consulting firm Opus One, 
and a UTM product tester. Here Snyder 
shares a few quick tips for ensuring a suc-
cessful procurement and deployment.

For one, he advises (repeatedly), “Read 
the fine print.” This is especially the case 
regarding performance, he says. 

“Thinking about how to test for and 
measure performance on UTM platforms 
is all over the place, but the simple real-
ity is it is expensive from a performance 
point of view to turn on UTM features,” 
Snyder says.

As a rule of thumb, count on a 10 
times decrease in performance when 
you turn on the three core features for 
the enterprise branch office – anti-mal-
ware, intrusion prevention and content 
filtering, Snyder says. In other words, if 
you have a 10M bit/sec firewall, you’ll 
end up with a 1M bit/sec firewall after 
turning on those features.

“With some products, the decrease will 
be more than a factor of 10 and with oth-
ers less, but regardless, it is a huge hit,” 
he adds.

Fortunately, vendors are starting to 
address the performance hit as they size 
newer boxes. “It’ll be a 100M firewall 
and if you stick it on a 10M DSL line, 
you’ll be OK,” Snyder says. But still, be 
sure to read the fine print carefully, he 
advises.

That’s a fine idea, agrees Leo Siwicki, 
IT security manager at American Axle & 
Manufacturing (AAM), in Detroit. The 
continued on pg. 5



management interface and a single integra-
tion point, one product to learn, and one set 
of protocols and terminology to understand, 
he says. 

Joel Snyder, senior analyst with Tucson, 
Ariz.-based IT consulting firm Opus One, 
has a less emphatic viewpoint, too. 

“I haven’t seen any real move to UTM 
at the core or big headquarter locations,” 
Snyder says. But that’s not to say enterprise 
activity is nonexistent, he adds.

“What I’ve heard is a lot of enterprise 
people saying, ‘Let’s try this in the branch. It 
is such a hellhole out there and we keep see-
ing more and more malware because there’s 
more and more mobility and all that, so let’s 
use this to try to at least cut down on some of 
those issues,’” he adds. 

Having UTM your way
That’s the sort of rationale that sent Dolphin 
Fast Food looking for a converged platform 
for the 19 Burger King franchises it operates 
in Minnesota, says Adam Gilman, systems 
administrator at the midsize company. 

“Our Burger King locations were using 
piecemeal, regular, off-the-shelf routers and 
wireless access points, and that wasn’t a 
secure situation,” he says. “We wanted an 
all-in-one solution that would protect our 
stores and customers from threats, and to 
keep people from going to sites they shouldn’t 
be going to,” Gilman says. 

Dolphin Fast Food deemed SonicWALL’s 
TZ Series UTM platform the best fit at the 
Burger King outlets because they are “feature 
rich and have a good price point,” he says. 

In late 2008, the company deployed the 
UTM platform, including wireless access 
point, at the franchise sites. In addition, 
it swapped out a problematic firewall for 
SonicWALL’s higher-end Network Security 
Appliance (NSA) UTM platform at the cor-
porate office in Minneapolis, Gilman says.

Dolphin Fast Food subscribes to the com-
prehensive security suite for the UTM plat-
forms, using anti-spam, anti-spyware, con-

tent filtering, firewall, intrusion prevention 
and site-to-site VPN appliances, for example. 
With UTM has come much greater control 
over security than possible with previous en-
vironments, and fewer rogue malware at the 
stores and hitting customers, Gilman says.

“For many midsize companies like us, the 
hard part will be in justifying the cost of this 
type of all-in-one solution versus an off-the-
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only time he sees a performance hit on his 
Fortinet FortiGate UTM platform, chock 
full of security and network services, is 
when anti-virus gets turned on, he says. 
“But hey, Fortinet clearly states in its 
documentation the performance differ-
ence between when you have anti-virus 
turned on and when you don’t. You just 
have to read that and plan accordingly.”

UTM platforms supporting anti-mal-
ware bring with them another caveat, 
Snyder adds. Because anti-malware is 
client-protective and users do unpredict-
able things, your UTM must have full 
traffic-scanning capability, he says.

“When I’m putting UTM in front of a 
server, I know the server is only listen-
ing in on three ports. I can tell the UTM, 
‘Listen in on these three ports,’ and every-
thing will be fine. But when I stick a user 
inside a UTM and tell him to go browse 
the internet and do whatever he wants, 
you’re going to all 65,000 ports. So you 
have to be very careful when you’re doing 
user-protective UTM to make sure that 
the UTM provides full coverage across all 
traffic,” Snyder explains.

In general, be sure you actually under-
stand what the UTM will be doing with 
your traffic in terms of the protection it 
is providing, he adds. “You don’t want to 
put one of these things in and then learn 
that it doesn’t work with your client, or 
something like that.” – Beth Schultz

continued from pg. 4



shelf product. But once you get past that 
point, most people will see having these many 
security features and an advanced firewall is 
the norm. Then they won’t be able to see how 
they can live without it,” Gilman says. 

Streamlined UTM
Overall, a change in pricing and the cost 
model is helping to encourage greater enter-
prise consideration of UTM, even if only for 
remote deployments, Snyder says. 

With increased competition, many vendors 
have dropped the real dollar costs for their 
UTM products over the last year or two. 
Plus, the hardware required to do UTM is 
more capable, while at the same price-point 
as earlier models, says Snyder, who has con-
ducted comprehensive, UTM product tests 
with many vendors over the years. 

“The typical branch might have a $500 or 
$600 firewall, which is a pretty reasonable 
price to pay. You don’t have to buy a $10,000 
unit just to have enough horsepower to draw 
on for the UTM feature code,” he says.

Further, between the changing workplace 
demands and dropping UTM prices, “people 
are much more willing to be putting this kind 
of technology in place than they were, say, a 
year ago,” Snyder says.

IDC’s Kolodgy adds that enterprises should 
stop overlooking UTM at the core. He has 
long encouraged enterprise IT security pro-
fessionals to think outside of the UTM box, 
so to speak.

“I’ve always said UTM is a great platform 
for enterprises,” he says. The trick is not 
getting caught up in the ‘unified’ piece of the 
technology descriptor, he adds. “You can 
get your firewall, IPS and gateway anti-virus 
in one box, and have those functions man-
ageable in the same way through the same 

GUI, but you don’t actually have to use each 
function on every platform,” Kolodgy says. 
In other words, you can have one UTM ap-
pliance do firewall security while you use its 
sister for intrusion prevention, for example. 

Besides centralized management, such a 
scenario enables streamlined backup, too, he 
says. “If I have five security applications, I’d 
typically need 10 boxes – one primary and 
one backup for each. But with UTM, I may 
only need to buy seven boxes. I can have five 
for my normal functions and only two for 
backup. When one of the applications fails, I 
just turn on that function on one of the back-
ups,” he explains.

Kolodgy promotes this single-purpose 
UTM notion using the term “extensible 
threat management,” or XTM. He first  
wrote about the XTM two years ago in  
SC Magazine [May 2008]. 

“XTM is really about trying to get people 
to think about the use of UTM in an enter-
prise setting. That’s why I talk about exten-
sible. An enterprise can use UTM for what-
ever single purpose it wants or for multiple 
purposes if it needs to. But the decision to 
use UTM really should come down to the 
manageability of different devices and fea-
tures from a single console,” Kolodgy says.

But remember, Fiserv’s Isenberg says, 
“UTM for the sake of UTM – that’s not 
the answer to the problem for a large-scale 
enterprise. When you’re talking about large-
scale, carrier-class networks, you have to 
know what problems you’re trying to solve.”

As long as you’ve got that down, he adds, 
UTM can provide enterprise benefits galore.

As AAM’s Siwicki says, “I’ve always been 
a believer that if you keep it simple and make 
it as easy as possible to manage, that will add 
to your security. You don’t lose sight.” n

6www.scmagazineus.com | Copyright 2010 Haymarket Media Inc.

U
T

M

32%
growth rate in 2008 in 

the UTM market

– Frost & Sullivan



7www.scmagazineus.com | Copyright 2010 Haymarket Media Inc.

U
T

M
UTM:  
The services way
Managed UTM isn’t the most popular managed 
security service, but it is getting there, reports 
Beth Schultz.

A s enterprises explore how best to secure 
their next-generation IT infrastructures, 
many are increasingly examining what 

role managed security services – unified threat 
management (UTM) included – might play. 

Based on its market studies, Forrester Re-
search estimates a significant 12 to 15 percent 
growth in managed security services this year. 
This is up from the 10 percent market growth 
in 2009, marked especially as a boom dur-
ing lean economic times, says Khalid Kark, a 
principal analyst with the firm. 

Now, admittedly, those adoption rates are 
more reflective of enterprise interest in the 
three traditional managed security mainstays:  
email filtering, web filtering and vulnerability 
management, Kark says. But managed UTM 
increasingly is garnering attention, he adds.

Managed UTM services vary by provider, 
but typical options include monitoring and 
management of security functions, such as 
anti-spam, anti-virus, content filtering, fire-
wall, intrusion prevention and VPN through 
a single device. Some providers host the UTM 
platform at their sites, others offer premises-
based services.

DataCert is one company that can attest 
to value gained via managed UTM from a 
hosting company. “Outsourcing the manage-
ment of UTM can reduce audit complexities 
and allows an organization to focus on core 
business needs,” says Joe McMorris, vice 
president of IT at the Houston-based global 
provider of software and services for legal 
operations management. DataCert has been 
using managed UTM service from Savvis since 
2002. Through Savvis, DataCert leverages 
dual Cisco ASA firewalls at multiple produc-
tion and disaster-recovery sites. The UTMs are 

34%
of the total network 

security market is  

projected for UTM  
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deployed in an active-passive configuration 
for high availability along with the site-to-site 
VPN connectivity and integrated network 
intrusion detection, McMorris says. 

“Using the UTM service gives us assurance 
and peace of mind that our hosted client’s 
data is protected by state-of-the-art security 
devices and a world-class hosting provider,” 
he says. “Savvis fully manages the UTM de-
vices and is the first line of support for moni-
toring and responding to all security threats, 
as well as alerting DataCert of exposure to 
potential risks.” 

Regardless of provider choice, Forrester’s 
Kark says, “We definitely see an uptick in 
interest in managed UTM. It has significant 
stickiness in the market.”

A small player’s game
Still, Kark says, don’t expect a big rush to 
managed UTM from the enterprise set. The 
growth rate Forrester sees for UTM services 
comes from among smaller and midsize 
companies, or perhaps from larger companies 
with distributed sites. 

“But typically a large enterprise would have 
a complex web of firewalls and other security 
devices that it has built up over the years. It 
would be hard to pull away from that and 
deploy managed UTM,” he says. 

When managed UTM crops up in larger 
organizations, it usually does so because the 
company is reorganizing the security staff or 
function, Kark says. Or, he adds, enterprises 
come to managed UTM as part of a broader 
outsourced IT relationship. They’ve turned to 
a hosting provider for IT infrastructure and 
wrap security into that, for example. 

On the other hand, managed UTM is a no-
brainer for smaller companies that are really 
just getting started with their security plans 
or have simple infrastructure requirements, 
Kark says. 

In fact, these smaller companies are start-
ing to forego a traditional managed security 
entry point, such as email or web filtering 
alone, and jumping into UTM instead. It 



is becoming table stakes. “The capabili-
ties that UTM provides are absolutely what 
you need to have to secure an environment 
today,” Kark says. “So, for a lot of smaller 
companies at which these capabilities don’t 
exist – or exist only in part – managed UTM 
significantly increases the amount of protec-
tion available, quickly.”

Giving pause
Most analysts agree that managed UTM can 
make sense at that level. But Joel Snyder, 
senior analyst with IT consulting firm Opus 
One, says he is not sold on the managed 
UTM idea. 

“I’ve seen it and technically there’s nothing 
wrong with it, but I think there are probably 
better ways to spend your internet bandwidth 
than sending everything off to some service 
provider in Kalamazoo,” he says. “So I guess 
if I was to look at the spectrum of obvi-
ously cost-effective services, managed UTM 
wouldn’t be on the top of my list.”

Payback can be an issue, agrees Greg 
Young, a Gartner research vice president. 
“You won’t get great payback on UTM 
safeguards customized to your needs,” he 
cautions. “When a safeguard is the same for 
everybody, like anti-virus, you’ll get great 
payback,” Young explains. “But when it 
requires customization, that gets much harder 
for the provider. So you’ll either pay more or 
get a higher error rate.”

In terms of error rate, he adds, the more 
customized the safeguard, the greater the 
number of false positives or negatives. It’ll 
block more legitimate traffic and let more 
bad stuff through. “The more customized the 
function, the greater that error rate will be in 
either direction by nature,” Young says. “Af-
ter all, nobody can understand the business as 
well as you do.”

Still, Young says he likes the idea of man-
aged UTM for smaller businesses. “Managed 
UTM services make a good choice for them 
because any help they can get without adding 
headcount is important.”

Do the due diligence
Managed UTM does bring about other 
Catch-22s for small businesses, as well, Kark 
acknowledges.

In order to make a smart managed UTM 
service choice, a company needs to under-
stand its security challenges and its needs. 
“On one hand, they don’t typically have the 
resources or competencies to understand 
some of those,” Kark says. “But on the other 
hand, if they do all the work needed to come 
to that understanding, then why bother with 
a managed security services provider?”

What companies evaluating managed UTM 
have to understand is this: If the environ-
ment is messy, going with a managed security 
services provider isn’t going to change that 
fact, Kark says. That kind of thinking is risky 
business, he adds.

“What I find rather disappointing is that 
smaller entities think that by employing a 
managed security service they’re transferring, 
if not converting, the risk of securing their 
environment to that provider,” he says. 

“That’s not true,” Kark warns. “The risk 
is still yours, and you have to do your due 
diligence. You have to establish your service-
level agreements. You have to understand 
what’s acceptable in your business context. 
And unless you have that understanding, you 
won’t benefit too much from using a man-
aged security service. You’ll get something 
that’s not useful for you.”

It is a balancing act. “You got to ask for 
guidance and help, but you also have to have 
internal competency, people who understand 
the risk and are willing to work with a man-
aged security services provider to establish the 
right security for your needs,” he says. “You 
can’t rely on the service provider alone to do 
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all the work for you and secure everything. 
That’s not going to happen.” 

In other words, you’ve got to have your 
internal processes in ship-shape order. 

DataCert, for example, has a dedicated se-
curity incident response team (SIRT) in place, 
as well as a comprehensive risk manage-
ment policy to follow, McMorris says. “The 
DataCert SIRT team works in conjunction 
with the Savvis security team to evaluate and 
respond to any identified risks,” he adds. 
“This ensures we have the resources necessary 
to minimize online security risks and uphold 
the value of the DataCert brand.”

Kark adds, “A provider’s job is to alert 
you about an incident, in X amount of time, 
per the established SLA. But it is your job to 
have the process in place for how to respond 
to that alert. You don’t want to realize this 
only when you’ve received an alert and 
people are looking around saying, ‘Now 
what?’” n

For more information on SC Magazine 
ebooks, please contact Illena Armstrong, 
editor-in-chief, SC Magazine, at  
illena.armstrong@haymarketmedia.com.
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