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companies not processing 
credit card transactions 



Something 
borrowed
Adhering to PCI DSS can benefi t even those 
companies that do not process credit card 
data, reports Stephen Lawton.

F or many companies that process cred-
it card data, the requirements of the 
Payment Card Industry Data Security 

Standard (PCI DSS) are all too familiar. 
But should companies that do not process 
credit card data implement the same data 
security restrictions?

Today there is a veritable alphabet soup of 
data security standards that companies can 
employ, but because of its prescriptive nature 
PCI DSS seems to be catching on as a viable 
option for companies that do not take credit 
cards, experts agree. For example, rather than 
simply stating that a fi rewall for web applica-
tions needs to be in place, PCI DSS describes 
in detail exactly what is required and how to 
confi gure it. 

PCI DSS is primarily a contractual agree-
ment between the major credit card compa-
nies and enterprises that accept and process 
credit cards. The standard, defi ned by the 
Payment Card Industry Security Standards 
Council, was put in place as a means of en-
suring that personally identifi able information 
(PII) is protected. 

However, some experts argue that PCI 
should be adopted as a best practice by those 
not required to comply with the standard. 
“PCI DSS requires you to continue to moni-
tor [your network],” says Deven Bhatt, CISO 
in the Washington, DC offi ce of Wright Ex-
press, a provider of payment processing and 
information management services. “It’s not a 
project with a start and end date.”

Unlike other standards mandating technol-
ogy requirements – such as ISO 27001, which 
oftentimes uses vague language, such as 
“appropriate”  – PCI DSS is far more specifi c 
and not open to “user interpretation,” Bhatt 

notes. Even small or midsize companies that 
do not process credit cards should consider 
implementing PCI DSS, he says, because 
“even small companies have PII.” 

Ensuring compliance with the PCI DSS 
standard can be done in two ways. A Quali-
fi ed Security Assessor (QSA), who has been 
certifi ed by the PCI Security Standards Coun-
cil as being qualifi ed to assess compliance to 
the PCI DSS standard, can inspect a company 
and either certify or deny compliance. For 
smaller companies, self-certifi cation is an 
option. For this, a checklist is used to ensure 
that all of the key components of the stan-
dard have been implemented.

However, Frank Kenisky, a San Antonio-
based data security consultant and a former 
CISO, cautions that a self-analysis of secu-
rity compliance is sometimes inadequate. 
Checklist-based analysis of security is not 
appropriate for an ongoing process, such as 
protecting corporate data, he says. A checklist 
might provide basic information, but it does 
not take into consideration wider-ranging 
issues about protecting data, including ensur-
ing that the auditing of the security system is 
done separately from the team that is respon-
sible for the data security itself. “The check-
list mentality treats a business like a board 
game,” he says. “It’s worse than guessing.”

But, it is essential that steps are taken to 
ensure data is protected. Jeff Hall, a director 
at consultancy RSM McGladrey, says compa-
nies should consider PCI DSS as a viable data 
security foundation, regardless of the kind 
of data they are protecting. Instead of think-
ing of cardholder data, just substitute PII or 
other company-confi dential information, he 
says, adding that virtually every company has 
some type of confi dential data, be it human 
resources, fi nancial, trade secrets or a myriad 
of other data sets such as Social Security 
numbers or driver’s license numbers. 

Data today is nearly universally searchable, 
with so much information easily attainable 
on the web, he says. “We make everything so 
searchable. Cretins can search for anything.” 
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Among the information often searched for 
by ill-intentioned people is personal and com-
pany confi dential data, he says. “Competitive 
information and intellectual property (IP) are 
as important as PII.” In some companies, he 
says, IP is siphoned off the server as soon as it 
gets there.

Companies of all sizes need to make better 
decisions about who has access to data, Hall 
says. If companies make data too accessible 
or keep PII on servers when it should be 
archived or destroyed, then they are taking a 
much greater risk than necessary. Just because 
a company can do something – like keep data 
accessible on networked servers – it doesn’t 
mean it should, Hall says.

But, when it comes to implementing pre-
cautions, such as those outlined in PCI DSS, 
many companies balk because they fear the 
added costs. “It costs a fortune to get the [ap-
propriate] infrastructure in place,” he says. 

In addition to older hardware, some 
companies are still using older data security 
practices that can be breached easily. Even 
the cloud infrastructure of Amazon S3 – the 
online shopping giant’s storage web service – 
had a backdoor that was breached, he says. It 
was fi xed soon after. 

Hall is a big supporter of standards in 
general and PCI in particular. “The PCI stan-
dards were not developed in a vacuum,” he 
says in a post on his website PCI Guru [http://
pciguru.wordpress.com/]. “They are a con-
solidation of a lot of other security standards 
and guidance gained through root cause 
analysis of security incidents gathered over 
the years with the express purpose of protect-
ing cardholder data.”

Shawn Chaput, chief architect and execu-
tive consultant at Privity Systems, a Vancou-
ver, BC-based management consulting com-
pany, agrees that credit card data standard 
easily meets the requirements of companies 
with noncredit card data. Companies that 
are involved in or considering mergers and 
acquisitions, as well as companies with intel-
lectual property or confi dential sales leads 

and human resource data, should consider 
protecting their information with more than 
just minimal data security techniques, he says.

But for some, implementing the PCI stan-
dard will provide only a minimal data se-
curity framework. Some companies should 
consider more stringent security measures if 
their risk assessment indicates greater security 
is required, experts say.

For smaller companies that are not required 
to implement PCI DSS, its encryption portion 
might be one area where savings could be 
realized, Chaput says. Although, he admits, 
encryption can be expensive, so many smaller 
companies might pass on it. 

However, there are other advantages to 
compliance. Companies that provide services 
to enterprises that fall under the PCI DSS re-
quirements might well choose this route for 
a marketing benefi t, says Chaput. A Canadi-
an company that does processing for a large 
bank, but does not handle any credit card 
data, has implemented the PCI standard for 
its own company, he says. Although it is not 
required to do so, the company now mar-
kets itself as a PCI-compliant data processor 
for banks, hoping that its adherence to the 
standard will build its business by attract-
ing companies that must follow compliance 
mandates. 

Standards, Chaput insists, are the minimum 
target that companies should work toward. 
As companies take on more risk, they need to 
harden their IT environments to a level higher 
than the standards state, he insists. 

Get in step
Anton Chuvakin, principal at San Francisco-
based Security Warrior Consulting, and the 
author of several books on data security, says 
PCI already is the leading data security stan-
dard based on the sheer number of companies 
that accept and process credit cards and, 
therefore, must comply with PCI DSS. While 
other standards – such as ISO 2700x, the Na-
tional Institute of Standards and Technology’s 
Federal Information Security Management 
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Act (FISMA) and other mandates associ-
ated with federal regulations, such as the 
Sarbanes-Oxley Act of 2002 or the Health 
Insurance Portability and Accountability Act 
(HIPAA) of 1996 – play an important role is 
setting minimum levels of data security, none 
are as prescriptive as PCI DSS, he says.

Small companies without their own full-
time data security staffs will benefi t from the 
specifi cs of the standard, which details not 
only what needs to be done to comply, but 
also prescribes how to do it, Chuvakin says. 
There are a lot of security procedures that 
smaller companies should do, but choose not 
to, often because they either do not know 
how to do it or do not have the budget. PCI 
DSS provides them with a roadmap to ef-

fective and industry-accepted security pro-
cedures that will improve their data security 
systems, he says.

While the basic concepts of PCI DSS are 
good, Chuvakin agrees that the standard 
provides only minimum data security pro-
tections. In order for companies to be fully 
protected against data leakage, they need to 
build out from the PCI standard, taking into 
consideration a variety of risk issues. This, he 
says, is appropriate for not only those com-
panies protecting payment card data, but for 
those that do not. 

Selling the value of security 
The challenge for small and midsize busi-
nesses is that many do not necessarily under-
stand what needs to be done to be compliant, 
they do not know how to implement what 
they do know, and they do not have the IT 
and security budgets to do the job effectively 
and effi ciently. As well, data security is hardly 
a stagnant process, but rather a process that 
is constantly in fl ux, depending on the whims 
and cleverness of those trying to steal what a 
company possesses. 

Security best practices from just a few years 
ago are today becoming mandated by law 
or part of security standards, says Greg Bell, 
global information protection and security 
lead partner at KPMG in Atlanta. Companies 
that are required by their contractual agree-
ment to employ PCI DSS have tools to do 
so, but those that are not required to comply 
have a proactive framework for data security 
that can enhance their business operations.

Although PCI is designed to secure specifi c 
types of credit card data across extended 
global networks, the same policies and proce-
dures can protect employee, customer or sup-
ply chain information, intellectual property or 
medical records just as effi ciently for compa-
nies that do not use credit cards, he says.

“Most mature organizations have a foun-
dation of blocking and tackling in place [for 
data security],” he says. The piece that is 
often missing is a formation of action that ex-
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PCI:DSS:
Requirements
 1. Install and maintain a fi rewall 
  confi guration to protect cardholder 
  data parameters
 2. Do not use vendor-supplied defaults 
  for system passwords and other security 
 3. Protect stored cardholder data
 4. Encrypt transmission of cardholder 
  data across open, public networks
 5. Use and regularly update anti-virus 
  software on all systems commonly 
  affected by malware
 6. Develop and maintain secure systems 
  and applications
 7. Restrict access to cardholder data by 
  business need-to-know
 8. Assign a unique ID to each person 
  with computer access
 9. Restrict physical access to cardholder 
  data
 10. Track and monitor all access to 
  network resources and cardholder data
 11. Regularly test security systems 
  and processes
 12. Maintain a policy that addresses 
  information security
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plains who does what when a breach or other 
data loss occurs. That, he says, is the benefi t 
of the PCI standard.

As companies try to do more with less 
– such as fewer staff members doing more 
work across multiple disciplines – companies 
are starting to migrate to more prescriptive 
security measures. There is no one-size-fi ts-all 
for data security, he says. You have to build a 
foundation appropriate for each company. 

Bell recommends that companies consid-
ering using PCI DSS understand their risks 
and the various vectors from which the risks 
might arise. Not all risk is due to criminals 
and hackers, he notes. In some cases, the 
risk could come from employees, partners or 
perhaps even something as innocuous as a re-
confi gured server. “Risks are changing faster 
than the standards,” he says.

He also recommends that as business pro-
cesses change, the IT staff need to make sure 
that security is keeping pace not only with 
the corporate changes, but also with changes 
in standards. For companies that are large 
enough to have chief information and security 
offi cers, that person needs to be in regular 
contact with other C-level executives stressing 
the value of security rather than the fear for 
not having suffi cient security, he says. Fear 
of litigation, lost or damaged reputation, and 
data breaches goes only so far. Fear becomes 
the norm for companies that choose not to 
PII. However, the CISO that can sell the value 
of security to management likely will benefi t 
in the long run, he says. 

Bell cautions that many of the attacks today 
are not going after PII, such as credit card or 
Social Security numbers. “Today, it is intel-
lectual property. ‘I want the billions of dollars 
you’ve spent on R&D.’” 

Outsource responsibilities
So where does that leave an enterprise want-
ing to adopt some PCI edicts? Security War-
rior Consulting’s Chuvakin notes that smaller 
companies without full-time IT staff gener-
ally can manage their own anti-virus and 

patch management, and some might have the 
technical wherewithal to add fi rewall protec-
tion. Beyond that, he says, they generally will 
outsource security to a service provider. 

While outsourcing credit card process-
ing has become popular for companies that 
choose not to undertake the task themselves, 
it does not eliminate a company’s full re-
sponsibility, according to the standard. Com-
panies that employ a third-party credit card 
processor, such as PayPal, still must perform 
their own due diligence to ensure that their 
service provider is meeting its responsibility 
under PCI DSS. While the credit card pro-
cessing job can be outsourced, a company’s 
responsibility cannot.

Emily Mossburg, a principal in the security 
and privacy practice of Deloitte & Touche, 
says that smaller companies that don’t have 
full-time data security staffs still can benefi t 
from taking advantage of PCI DSS. While 
acknowledging the value of the standard, she 
says that companies should consider the kinds 
of data they transmit before committing to an 
expensive data encryption program. 

Mossburg recommends that all companies 
employ at least some minimal aspects of the 
standards. For example, she says it is very 
important to install and maintain a fi rewall 
confi guration that protects confi dential 
information while blocking attacks from the 
web. Not all data needs to be on the compa-
ny’s primary network, she says. A segmented 
network can be used to protect PII and IP. 
Access control lists also can protect corpo-
rate data.

Vendor-provided logins and passwords also 
should be changed immediately, regardless 
of the size of the company’s network. Many 
hardware vendors automatically ship rout-
ers with default logins, such as “administra-
tor” or “admin.” Often default passwords 
are “password” or simply left blank. These 
credentials should be changed as soon as 
the network device is installed, and changed 
again on a regular basis, perhaps quarterly, to 
further protect the network.
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While network log monitors can be 
cumbersome and time-consuming to moni-
tor, companies need to make provisions to 
monitor at least outgoing traffi c, she notes. 
It is outgoing traffi c that will identify a data 
loss, while incoming traffi c from prohibited 
sites could indicate an employee is spending 
company time doing personal activity.

Further, while she acknowledges that 
some log-monitoring software is pricey, less 
expensive software with limited but specifi c 
capabilities could provide actionable data to 
protect data loss.

Logging and encryption
The two components that experts tend to 
agree are the most expensive components of 
the PCI DSS requirements are logging and en-
cryption. There is some debate that building 
out the network infrastructure and updating 
old routers with new, more secure models, 
while not specifi cally cited in the standard, 
could be even more expensive.

Consultant Kenisky agrees with Mossburg 
that logging is critical, but says that often logs 
either are not read or not understood. “Logs 
carry a lot of information and they take of 
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Standards within the legal system:
The hierarchy of regulations
Deutsches Institut für Normung e. V. (DIN), also called the German Institute for Standard-
ization, developed this graphic to explain how publicly available industry standards fi t in 
the overall hierarchy of government and industry. In the case of PCI DSS, what started as an 
industry standard is being codifi ed in law, blurring the lines between industry self-government 
and state sovereignty. Among the states that have written PCI DSS into state law are Califor-
nia, Massachusetts, Texas, Minnesota, Washington, and Nevada. The reference to PAS in the 
graphic refers to Publicly Available Specifi cation. 
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lots of [disk] space,” he says. The key to log 
analysis, he says, is to know what to look for 
in the log. Logging software can be prohibi-
tively expensive for some users if they choose 
to use commercially available products. How-
ever, he notes, there are some open source 
products that can provide suffi cient capability 
without breaking the bank.

RMS McGladrey’s Hall concurs with Keni-
sky that open-source software could be a boon 
for companies that want to comply with the 
standard but cannot afford the brand-name 
software. However, he acknowledges that 
open-source tools likely will take longer to 
install and confi gure and might not replicate 
all of the features of the commercial products 
from traditional software vendors. But, it is 
possible to build tools suffi cient to keep a com-
pany in compliance, he says. 

The challenge with open-source software, 
he says, is that it still has to be confi gured 
and maintained. While commercial soft-
ware is designed for use out of the box, 
open-source applications need one or more 
engineers to install it and make sure it works 
the way the company needs it to work. Such 
a tradeoff might make sense for some SMBs, 
but perhaps not for others. 

But, when all is said and done, the tech-
nology and guidance is out there for those 
needing or requiring it. “To say you can’t 
comply in this day and age is a cop-out,” 
says Hall. ■

For more information about ebooks from 
SC Magazine, please contact 
Illena Armstrong, editor-in-chief, at 
illena.armstrong@haymarketmedia.com.
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https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0#pci_dss_v2-0
https://www.pcisecuritystandards.org/pdfs/pci_ssc_quick_guide.pdf
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ArcSight
ArcSight, an HP company, provides cybersecurity and compliance solu-
tions. Based on the market-leading SIEM offering, the ArcSight Enter-
prise Threat and Risk Management (ETRM) platform enables organiza-
tions worldwide to safeguard digital assets, comply with corporate and 
regulatory policy and control the risks associated with cybercrime. 
For more information, visit www.arcsight.com.

GeoTrust®

GeoTrust® is the world’s second largest digital certifi cate provider. More 
than 100,000 customers in over 150 countries trust GeoTrust to secure 
online transactions and conduct business over the internet. Our range of 
digital certifi cate and trust products enable organizations of all sizes to 
maximize the security of their digital transactions cost-effectively.
For more information, visit www.GeoTrust.com.

TriGeo Network Security 
TriGeo Network Security delivers enterprise security information and 
event management designed specifi cally for the mid-market. TriGeo 
combines real-time log management, event correlation and end-point 
security with unique active response technology. This award-winning 
product delivers an “audit-proven” compliance solution that meets 
security requirements imposed by PCI, GLBA, HIPAA and more. 
For more information, visit www.trigeo.com.

Tripwire 
Tripwire is a leading global provider of IT security and compliance 
automation solutions that help businesses, government agencies and service 
providers take control of their physical, virtual and cloud infrastructure. 
Thousands of customers rely on Tripwire’s integrated solutions to help 
protect sensitive data, prove compliance and prevent outages. Tripwire® 
VIA™, the integrated compliance and security software platform delivers 
best-of-breed fi le integrity, policy compliance and log and event 
management solutions, paving the way for organizations to proactively 
achieve continuous compliance, mitigate risk and ensure operational 
control through visibility, intelligence and automation. 
For more at www.tripwire.com and @TripwireInc on Twitter.
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The ArcSight ETRM Platform is the world’s most advanced system for safeguarding 

your company against data theft, complying with policies and minimizing internal 

and external risks. Finely tuned to combat cybertheft and cyberfraud, the ArcSight 

ETRM Platform gives you better visibility of real-time events and better context for 

risk assessment, resulting in reduced response time and costs. 
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Find out why this award-winning technology is so highly rated
by reviewers and loved by customers.

Join us for a live webinar where you’ll see TriGeo SIM in action
under real-world conditions.  Watch as we capture, correlate and 
respond to network attacks and policy violations - all in real-time.
Register today at www.TriGeo.com or call 1-866-664-9292.

The recent intrusions...are a wake-up call to those who have not taken this problem seriously.

New cyber security approaches must continually be developed, tested, and implemented to respond

to new threat technologies and strategies        - Dennis C. Blair, Director of National Intelligence 2/2/10

Logs have to be analyzed.  Regulations such as PCI, HIPAA, NERC CIP, SOX and GLBA require it, but let’s face 
it - traditional log analysis is reactive.  You have a choice:  You can pick a product that is forensically focused:  
gathering logs, storing them in a database and offering search and reporting, OR you can choose TriGeo SIM.  

Seeing is believing...
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log analysis with active response for true Proactive Network Defense.
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Simply Compliant. More Secure. With Tripwire VIA.

Tripwire Enterprise protects, detects and corrects IT 
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