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Migration to  
IPv6 slogs on
When it comes to an evolution of the internet 
infrastructure, adoption comes slowly, some-
times pushing the limits of older technology to 
the brink, reports Stephen Lawton.

T he rate at which new technology is em-
braced varies significantly. High-speed 
processors are scooped up by computer 

manufacturers long before there is soft-
ware to take advantage of the new power. 
Gadgets like tablet computers and cool 
screen technologies find their way quickly 
into consumers’ hands. But when it comes 
to network infrastructure, adoption comes 
slowly, sometimes pushing the limits of older 
technology to the brink.

Case in point: IPv6. While this internet 
protocol has been an approved standard 
for more than a decade, and experts have 
been warning about the sharp decrease in 
available IPv4 addresses, IPv6 languishes as 
unappreciated and under-used – a solution 
waiting for the problem to be acknowledged. 
Perhaps network administrators are waiting 
until there are no more bulk IPv4 addresses 
to be had before they make the transition. 
If that’s the case, then they had better start 
planning their transition strategy now.

John Curran, president and CEO of the 
American Registry for Internet Numbers 
(ARIN), the organization in charge of manag-
ing the IP address space in the United States, 
Canada and parts of the Caribbean, warns 
that much of North America, Europe and 
Asia are running short of large blocks of IP 
addresses. The Asia-Pacific region has even 
fewer addresses and already has eliminated 
bulk address sales. Only South America and 
Africa still have large blocks remaining, but 
Curran says it would be very unusual for 
those addresses to be reassigned to other parts 
of the world where space is running low. 

One reason that IP addresses are disappear-
ing so quickly is due to the proliferation of 
mobile devices. Cell phones, tablet computers 
and nontraditional computing devices, such 
as CPUs built into automotive engines, are 
creating a huge drain on the existing allot-
ment. The IPv4 format allows 32 bits for an 
IP address, and can therefore support 232 
(4,294,967,296) addresses. IPv6 uses much 
larger 128-bit addresses, resulting in room for 
2,128 addresses (approximately 340 undecil-
lion or 3.4×1038). An address space that large 
likely will never be exhausted, Curran says. 

From the cynic’s point of view, Microsoft 
founder Bill Gates once said no one would 
ever need more than 640Kb of RAM, and 
computer industry pioneer and Digital Equip-
ment Corp. founder Kenneth Olsen famously 
said that no person would ever want a com-
puter in their home. When IPv4 was devel-
oped, the internet was still the domain of aca-
demia, the military and a handful of research 
facilities. Few could anticipate the web would 
turn into the lifeblood it is today.

Planning the migration
Despite the acknowledged limitations on the 
number of available IPv4 addresses, the move 
to IPv6 has been hampered by a variety of 
implementation challenges and a general lack 
of education among many network admin-
istrators, says Timothy Winters, a senior 
manager at the University of New Hampshire 
InterOperability Laboratory (UNH-IOL). The 
test lab, funded in part by industry, provides 
interoperability testing for vendors. In con-
junction with the IPv6 Forum, a global con-
sortium of internet vendors aiming to promote 
the protocol, the lab does conformance and 
compatibility testing. Companies that pass its 
tests are awarded an “IPv6 Ready” logo.

The transition challenges to IPv6 are 
daunting. They include compiling an ex-
haustive audit of all network devices to 
determine their protocol capabilities; devel-
oping a plan for the migration; determining 
the potential cost of transitioning from a 
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known, working IPv4 environment to an un-
known IPv6 infrastructure; the cost of new 
IPv6-aware devices to replace IPv4-only de-
vices (these include routers, network print-
ers, networked storage and other network-
attached devices); software costs related to 
modifying legacy applications that are not 
IPv6-aware; staffing expenses; and other 
unknown and unanticipated expenses. On 
top of all that, experts say the expectations 
of benefits from IPv6 are not particularly 
significant, save for the fact that modern 
networks must be IPv6 compliant in order to 
work with new networks that are based on 
the standard.

“IPv6 is about the same or better than IPv4, 
but not by orders of magnitude,” says Robert 
Hinden, a member on the Board of Trustees 
for the Internet Society (ISOC), a nonprofit 
dedicated to providing global leadership in in-
ternet-related standards, education and policy, 
as well as a Check Point fellow at Check Point 
Software Technologies. 

The move to IPv6 will alleviate some net-
work management issues, but will introduce 
others, Hinden says. Network address trans-
lation (NAT), the process by which a router 
gets an IP address from an internet service 
provider (ISP) and then creates a private net-
work on an entirely different set of addresses 
(such as 192.168.x.x for all attached devices), 
disappears in IPv6. Because of the huge num-
ber of potential addresses, NAT effectively is 
going the way of the parallel port – a niche 
capability that is still there if it is needed for 
IPv4 networks, but no longer required. 

The massive address space created by IPv6 
enables the standard to assign addresses 

automatically to any new device with virtu-
ally no fear of duplication, says Neil Long, a 
co-founder of Team Cymru, a nonprofit data 
security and networking firm based in Burr 
Ridge, Ill. Speaking about IPv6 security in a 
video with Steve Santorelli, director of global 
outreach at Team Cymru and a former Scot-
land Yard detective, Long identified a short-
coming in the protocol’s design that, while 
perhaps not a deal-breaker from a security 
perspective, is troubling.

If a network administrator employs IPv6’s 
automatic IP assignment capability, he says, 
the address it assigns will be based, in part, 
on the media access control (MAC) address of 
the device being used. The MAC address can 
identify the manufacturer of the hardware 
used, giving a potential crook insight into the 
network design. IPv6 could then disclose an 
IP address during an internet-based transac-
tion, such as banking, and provide a criminal 
with information into what kind of equipment 
is on a network. While this alone does not put 
the network at risk, it does provide a criminal 
with one important piece of data. 

Living in a dual-stack world
Experts agree that virtually all companies 
moving to IPv6 will maintain their IPv4 con-
nection to the internet as well. This situation, 
called “dual stack,” allows the company to 
communicate to and from the internet and 
internal network-attached devices using either 
connection. The consequences of shutting 
down IPv4 connectivity entirely would mean 
that a company could only communicate us-
ing IPv6. If a web server, for example, only 
accepted IPv6 traffic, then all IPv4 connec-
tions would be rejected, effectively shutting a 
company off from the vast majority of inter-
net-connected devices.

Despite this parallel arrangement, there are 
security concerns for running both protocols 
simultaneously. For example, Colorado State 
University (CSU) in Fort Collins, Colo. has an 
internal IT policy that prescribes no outgo-
ing traffic from the university can be directed 
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to certain specific network ports, in this case 
Port 53, the domain name system that trans-
lates domain names into IP addresses, says 
Daniel Massey, a senior member of the IEEE, 
a global association dedicated to advancing 
technological innovation, and an associate 
professor at CSU. If a company, or in this case 
the university, is running IPv6 internally and 
IPv4 to the outside world, it is possible for a 
computer to encapsulate the IPv6 traffic into 
an IPv4 tunnel before sending it out to the 
internet. The university’s edge router might 
look at that outgoing traffic and determine 
that it is simply encapsulated IPv6 traffic, not 
realizing that the payload is actually some-
thing that violates the IT rule pertaining to 
outgoing traffic, he says.

Conversely, incoming traffic might look 
valid if it is coming in through a tunnel, even 
though the payload includes malware and 
bypasses the network firewall and anti-virus 
software. The challenge, Massey says, is to 
have the appropriate software that not only 
can look at the headers of tunneled data to de-
termine that it is a valid stream, but then look 
deeper to the headers of the encapsulated data 
to ensure that it is not violating any company 
policies and that it is not compromised. 

One of the most crucial security issues the 
network administrator must address is the 
need for firewall rules for IPv6, he says. For 
example, on the CSU campus there already 
exists IPv4 firewall rules stopping outgoing 
traffic on Port 53, but now additional rules 
are needed for IPv6, Massey says. Addition-
ally, rules are required to ensure that Port 53 
traffic cannot be tunneled out of the campus. 
In some cases, he adds, IPv6 rules might re-
quire new software to enforce them.

It comes back to creating appropriate rules 
for a dual-stack environment. “It’s not a great 
solution,” Massey says. “It’s more to maintain 
and update.” However, in order to ensure 
compatibility with both protocols, network 
administrators need to review every existing 
rule for IPv4 and ensure that they create cor-
responding rules for IPv6. The goal, he adds, 

is to create IP-agnostic rules that work the 
same, regardless of the protocol.

Using IPv4 tunneling into a corporate net-
work can be an easy way for crooks to sneak 
malware into networks, agrees Check Point’s 
Hinden. Some peer-to-peer applications also 
try to punch holes through intrusion detection 
devices and the firewall, he adds. “It’s hard to 
stop what you can’t see.” 

In addition to updating rules for firewalls, 
network and security managers likely will 
need to update supplemental monitoring 
tools as well. As in any chain of management 
components, a weak link, or in this case, 
software rule or hardware component that is 
not updated, could become ripe for an attack. 

Popular monitoring tools include: network 
analysis tools, such as NetFlow, a protocol 
developed by Cisco Systems for collecting 
IP traffic information, and simple network 
management protocol (SNMP), a protocol for 
managing devices on IP networks; intrusion 
detection and prevention systems; proxies; 
web application filters; syslog event managers; 
and packet-capture decode tools.

As is the case at Colorado State University, 
Mt. Pleasant, Mich.-based Central Michigan 
University (CMU) also has a working IPv6 
infrastructure test lab. Ryan Laus, network 
manager at CMU, says planning is the most 
important component to building an efficient 
network and then successfully migrating to 
IPv6. “It’s not a new protocol,” he says. “It’s 
just a different way of doing things, a new 
way of looking at your network.” 

Network administrators must ensure that 
all of the crucial applications running on the 
existing network will continue to work in 
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IPv6, he says. For applications to be IPv6-
aware, they need to recognize that certain 
capabilities available in IPv4 no longer exist. 
Functions such as broadcasting are not avail-
able in IPv6, so it is vital that applications 
work in a multicasting environment. “Appli-
cations need to know about IPv6,” he says. 

He also recommends that a company’s IT 
staff start small, building an IPv6 network 
in a lab, so that the staff can get accustomed 
to using the updated protocol for tasks done 
on the traditional route in the past. Famil-
iarity with the protocol will help eliminate 
any error that might be introduced by lack 
of hands-on experience.

The biggest challenge, Laus says, is that sys-
tems and applications developers are waiting 
for the roll-out of IPv6 before updating their 
respective products, while network managers 
are waiting for the applications and systems 

before they move to IPv6. “It’s a chicken-and-
egg thing,” he says.

Media giant Comcast has been working on 
its internal IPv6 network for more than five 
years, says John Brzozowski, distinguished 
engineer and chief architect for IPv6 at the 
ISP and cable provider. Policies at the com-
pany dictate what can and cannot be done on 
the network, he says, so creating rules for all 
of the IPv6 devices was an important part of 
their implementation. 

To Brzozowski, who also is chief scientist 
at the North American Network Operators’ 
Group, an organization that does network-
ing research, and the IPv6 subcommittee 
co-chairman with the Messaging Anti-Abuse 
Working Group (MAAWG), a global anti-
spam organization, security is less a question 
of technology and more one of policies when 
migrating to IPv6. Planning for the migra-
tion, setting forth the rules that would have 
to be added to each router that handled the 
IPv6 traffic, and testing to ensure that all of 
the rules and policies worked as planned was 
critical to a successful migration, he says. 

“You must explicitly pay attention to how 
the transition technologies are used,” he 
says. “Firewall policies don’t magically create 
themselves.” One method Comcast used was 
a checklist approach so that each potential 
translation technology was addressed in the 
rules of each network device.

Additionally, Brzozowski says, it is not nec-
essary to upgrade the entire network to IPv6. 
Some networked devices or subnets might 
work perfectly well in the existing IPv4 envi-
ronment. Experience shows that if a portion 
of the network need not be upgraded, he says, 
it can be left as IPv4 without impacting other 
parts of the infrastructure. 

For companies that have systems such as 
point-of-sale terminals that run on operat-
ing systems that will not support IPv6, an 
alternative to running a dual stack is to put a 
gateway between the IPv6 environment and 
the IPv4 systems. In such a dual-protocol 
infrastructure, the IPv4 machines could still 
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Implications: 
Migration worries

The London-based Centre for the Protec-
tion of National Infrastructure (CPNI), 
issued a report in March, “Security 
Implications of IPv6,” in which it recom-
mends that at the minimum, a transition 
plan to the protocol should include the 
following eight items:
n Analysis of requirements to identify 

scope
n A sequencing plan for implementation
n Development of policies and  

mechanisms
n Development of training for key team 

members
n Development of a test plan for compat-

ibility and interoperability
n Maintenance and monitoring programs
n An ongoing update plan for critical 

architecture
n A plan for the phased withdrawal of 

service of IPv4 services and equipment



exist in a network address translation (NAT) 
environment.

Technical improvements
There are several technical improvements 
that IPv6 offers over its predecessor, aside 
from the advantage of vast address space. 
IPv6 requires the use of IPsec, a network-
layer security protocol optional in IPv4. IPsec 
authenticates and encrypts each IP packet of 
a communication session. It also establishes 
mutual authentication at the beginning of a 
communications session, and negotiates the 
cryptographic keys. 

Additionally, it offers improved quality of 
service over its predecessor by providing a 
set of services needed to deliver performance 
guarantees while transporting traffic over 
a network. IPv4 only provides a best-effort 
service, rather than the guarantee, built in 
to the new protocol. 

Generally speaking, the vast majority of 
capabilities of the new protocol are no differ-
ent than those of its predecessor. David Alan 
Grier, a first vice president with the IEEE 
Computer Society and an associate professor 
at George Washington University in Wash-
ington, D.C., describes IPv6 as “IPv4 on 
steroids.” Because of some of the subtle but 
distinct differences, he expects a lot of compa-
nies will begin their transition process simply 
by patching their networks to run IPv6 and 
adding gateways to IPv4 islands before mak-
ing the migration to the permanent model. 

Grier anticipates that large companies with 
their own IT departments will be able to hire 
or train staff with the necessary networking 
qualifications, and small organizations will 
implement IPv6 compatibility through man-
aged service providers and consultants. The 
companies in the middle – those with their 
own IT staff that might not have the neces-
sary expertise, but lack the budget to hire 
experienced consultants or additional staff – 
likely will face the largest challenges. 

The move to IPv6 also introduces some 
security challenges that, while not necessar-

ily unique to IPv6, might be more likely in 
that environment. According to a posting by 
the Hawaii IPv6 Task Force, the University 
of Hawaii began seeing router advertisement 
problems and “black-holing” traffic shortly 
after implanting IPv6. The effect is called a 
“rogue RA” scenario. This occurs when some 
device, besides an “official” router, identifies 
itself as a router using “router advertisement” 
ICMP6 messages. Once client hosts see the 
rogue as a router, they may prefer it as their 
next hop to send traffic out to the internet, 
the posting says. The rogue router can use its 
position as a router to intercept and eavesdrop 
on, or otherwise mess, with traffic. In another 
instance, the rogue router can neglect to for-
ward traffic such that the client cannot reach 
its destination by IPv6.

Because most modern operating systems 
support IPv6 either natively, such as the Mi-
crosoft Windows server and desktop operat-
ing systems and many Linux distributions, or 
through the addition of IPv6 modules, a com-
pany might be running IPv6 internally on its 
network and not even know it, says Massey. 

For example, a Windows 7-based computer 
could be “talking” IPv6 to an edge router that 
has the protocol turned on by default, but it 
also could send IPv4 packets to other network 
devices, such as printers or servers configured 
for IPv4 or with IPv6 turned off. Any com-
munication stream going off the network 
would be encapsulated or translated to IPv4, 
but internally, Massey says, a company might 
already have an active IPv6 network. 

There is a good news/bad news compo-
nent to IPv6 security, says the London-based 
Centre for the Protection of National Infra-
structure (CPNI), a private-sector organiza-
tion that draws its resources from industry, 
academia and government agencies. Accord-
ing to a report titled “Security Implications of 
IPv6,” published in March, the group identi-
fied four security concerns and four to-do 
items for those considering an IPv6 migration.

First, because the technology is still rela-
tively new, the criminal element that might 
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want to attack IPv6 networks might not be up 
to snuff on the technology itself. The hope is 
that vulnerabilities discovered in the protocol 
will be identified and fixed shortly, the CPNI 
says. Another security concern is that security 
products, such as network intrusion devices 
and firewalls, might not have as robust a de-
fense against intruders as the more common 
IPv4 devices. The third consideration is that 
because IT staffs have less experience with the 
new protocol, they might overlook security 
holes when the protocols are deployed. And 
fourth is the aforementioned transition/coex-
istence technologies that increase the com-
plexity of networks and could introduce new 
attack vectors.

As part of its to-do list for the enterpris-
ing IT staff, the centre recommends that a 
complete risk assessment be conducted on 
how IPv6 and its related technologies will 
impact existing IPv4 networks. Because IPv6 
impacts so much of the network, “There is no 
‘do nothing’ option,” the report states. The 
next check-box is to ensure that the relevant 
networking staff, including engineers and 
security administrators, is familiar and con-
fident with the technology before they deploy 
it into production networks. Finally, CPNI 
recommends that companies work with equip-
ment and application suppliers to improve the 
security tools so that “the robustness of IPv6 
implementations roughly matches that of typi-
cal IPv4 implementations.”

“Many organizations are likely to end up 
deploying the IPv6 protocols without proper 
training, laboratory experimentation, and 
more,” the report states, “resulting in the 

deployment of IPv6 in production networks 
without the same level of confidence with 
which the IPv4 protocols have been deployed 
and are currently operated.”

In a quarterly survey of some 400 member 
earlier this year, CompTIA, a global IT trade 
association, determined that 31 percent of 
respondents had done “nothing” about IPv6. 
More than half – 56 percent – were reading 
articles and tracking news of IPv6, but only 
30 percent had conducted real research into 
the protocol and just 13 percent had con-
tacted vendors about IPv6 products. Nearly 
a quarter, 23 percent, had upgraded at least 
part of their network to IPv6. 

One reason why network and security ad-
ministrators are tending to take the move to 
IPv6 slowly is that they feel they have time 
before upgrading becomes a business imper-
ative, says Seth Robinson, director of tech-
nology analysis for CompTIA and author 
of the report. Unlike the Y2K scare, where 
systems literally could have stopped working 
if code had not been modified to accept the 
switchover to Year 2000 from 1999, no one 
expects systems to fail if companies stick 
with IPv4, Robinson says. “There is no hard 
cut-off where software will stop working,” 
he says.

Instead of companies jumping into the IPv6 
fray, he anticipates companies will ease in 
slowly, asking themselves some basic ques-
tions, such as whether they trust their carriers 
to do the network and protocol translations 
for them, or if they plan to do it themselves. 

The lack of dire consequences, combined 
with the potential high cost of migration, is 
causing many companies to sit tight on their 
network infrastructure, he says. ”There’s just 
not a lot of literature out there saying when 
you should go to IPv6,” he adds.

Instead, he says, he expects a lot of Comp-
TIA members to sit back and watch the early 
adopters – other than the internet service 
providers and internet carriers – migrate to 
the new protocol and work out the poten-
tial bugs in their migration plans. Once best 
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practices are identified, he expects others on 
the sidelines to jump on board.

Global web applications, such as Skype, 
could benefit significantly from reduced 
latency, Robinson says. Today, voice-over-IP 
(VoIP) applications have serious problems 
with NAT-based networks. These applica-
tions prefer to have static IP addresses that 
can be contacted easily from the internet, 
rather than going through routers that con-
stantly change the IP address of the target or 
source.

In some instances today, says UNH’s Win-
ters, VoIP applications need to go through 
what is essentially a dual-NAT environment 
– the first being the ISP providing a dynamic 
IP address to the customer, and then the cus-
tomer’s own router, which might be running 
NAT for the home or business network.

To date, criminals do not appear to be 
very successful hacking into IPv6 networks, 
experts agree. While an explanation could 
include the dearth of targets for them and 
the general lack of experience in infiltrating 
these networks, one company that effectively 

is on the front lines of defending against such 
criminality says it has yet to experience any 
IPv6 attacks. Richard Zhao, chief strategy 
officer at NSFOCUS, a Beijing-based internet 
service provider for some of China’s largest 
companies, including banks, says his firm is 
preparing for potential attacks and training 
its engineers, but to date all malicious activity 
has been in IPv4 environments.

China is the largest user of the internet, he 
says, and the Chinese government has been 
pushing for IPv6 adoption for more than five 
years. He believes that most of the IPv6 de-
ployments in China thus far are internal, with 
IPv4 still relied upon for public-facing sites. 

One technique CISOs can take to protect 
their organizations from attacks as they roll 
out IPv6 is to coordinate with their supply 
chain to ensure that companies can identify 
incoming IPv6 traffic, Zhao says. n
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