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Harmonizing  
business practices
Enterprises both public and private can  
build a better business through GRC,  
reports Stephen Lawton.

Negotiating the minefield that is gov-
ernance, risk and compliance (GRC) 
can be a daunting task for corporate, 

financial and IT executives alike. With 
companies facing significantly greater risks 
due to government and private industry 
compliance regulations that vary from 
country to country, combined with signifi-
cantly increased litigation, most managers 
are searching for new ways to decrease 
their risk profile while continuing to scale 
back on costs and personnel.

But GRC is a lot more than simply gover-
nance, risk and compliance. According to the 
Open Compliance and Ethics Group (OCEG), 
a nonprofit organization that provides a 
performance framework for integrating 
governance, compliance, risk management 
and culture, GRC includes more than a dozen 
components. According to the OCEG’s Red 
Book, formerly known as the GRC Capability 
Model, GRC generally includes: governance, 
strategy and business performance manage-
ment, risk management, compliance, internal 
control, corporate security, legal, information 
technology, business ethics, sustainability/cor-
porate social responsibility, quality manage-
ment, human capital and culture, audit and 
assurance, and finance.

Because of the vast scope of GRC, it is diffi-
cult to attach a simple definition to it, ana-
lysts agree. Is a risk management application 
GRC, part of GRC, or a siloed application? 
The answer depends on who is answering 
the question and how they interpret the Red 
Book definition.

“If you have a headache, you take an  
aspirin, says Anton Chuvakin, principal at  
Security Warrior Consulting, and the author 

of several books on data security. “If you want 
better health, you take vitamins. I haven’t seen 
a place where GRC is an aspirin.”

One challenge vendors face today in edu-
cating corporate users about GRC is the lack 
of a universal understanding of the definition, 
says Fiona Williams, the partner in charge of 
the SAP GRC practice at Deloitte. While ven-
dors and customers each see value in GRC, 
she says, they often use different definitions.

A critical component of a successful GRC 
implementation is having everyone from the 
board of directors on down defining and 
understanding risk in the same way. Looking 
at GRC as a triangle, she says, risk assess-
ment would be at the top, with lower levels 
consisting of regulatory compliance, business 
requirements and competitive requirements. 
Even if companies employ so-called best-of-
breed point products to meet these needs, 
there is no guarantee that the tools will work 
well together to consolidate information into 
an effective GRC environment, she says. In 
fact, these best-of-breed applications easily 
can result in a siloed approach to governance, 
risk and compliance.

The ability for companies to employ an 
effective GRC environment vary based on the 
maturity of the board and how well it can 
manage risk, Williams says. As the economy 
has changed over the past several years, 
companies that were less risk-averse are now 
becoming far more concerned, she notes.

Further, because of the nature of GRC, only 
the nation’s largest corporations will employ 
its initiatives, she says. It is neither cost-effec-
tive nor an efficient use of staff and resources 
for smaller companies to embark on such an 
expensive and time-consuming project. These 
companies can do their GRC projects more 
cost-effectively using traditional spreadsheets 
and save their financial resources for product 
development, sales and marketing.

Much of the drive to build out GRC en-
vironments is due to the economic crisis of 
the past two years, Williams says. Before the 
financial meltdown, money was plentiful, so 
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if companies had risk issues, they felt they 
had access to funds to cover potential losses. 
Today, with money tight, companies are tak-
ing much closer looks at their risk profiles to 
lessen their exposure to potential losses.

An important question that corporate man-
agement must address is whether they will 
implement GRC initiatives in-house or if they 
will use a service provider. Often, the inter-
nal staff that drives the GRC initiative is not 
accustomed to doing projects of such a large 
scope. “They don’t know what they don’t 
know,” Williams says.

Depending on the expertise of the person 
heading such an implementation commit-
tee, the results might be very different. For 
example, an IT-driven GRC rollout might 
have very robust tools, but the users might 
not be able to make use of all of the function-
ality, Williams says. If an auditor or financial 
executive drives the process, the reports might 
be user-friendly but stress the IT resources. 
The challenge, she says, is getting the proper 
mix of expertise making the final decisions so 
that the selected GRC tools are not skewed to 
one discipline or another.

 “Process comes first,” says Aberdeen senior 
analyst William Jan. “Without effective busi-
ness processes, it doesn’t matter how much 
technology you throw at it. It won’t work.”

Understanding the business processes – the 
flow of information through one part of the 
company to another and the impact that every 
action potentially can generate – is the key to 
building an effective GRC environment. To 
Jan, it is all about the risk. For example, he 
says, if a company misses a production dead-
line, how will that affect the workflow? How 
will the missed deadline impact a company’s 
partners, its sales cycles and the work its 
employees do? The goal, he says, is to convert 

intangibles into tangibles so they can be mea-
sured and analyzed and the risks mitigated.

The challenge
According to “Effective GRC Management,” 
a report published last December by Aberdeen 
Group, 45 percent of the executives surveyed 
said IT infrastructure lacks the advanced ca-
pabilities to support a GRC initiative. A little 
more than a quarter of the respondents in two 
other categories – 28 percent and 27 percent, 
respectively – identified difficulty aligning op-
erations with corporate objectives and difficul-
ty integrating/interoperating discrete risk and 
compliance data. The fourth challenge noted 
was budget limits and dedication of staff/so-
lutions for supporting GRC initiatives at 24 
percent. (The total is greater than 100 percent, 
indicating that some of the 116 respondents 
gave more than one answer.)

“These challenges not only speak to IT 
integration and interoperability barriers, 
but also to the difficulty in communication 
between the departments on risk defini-
tion,” the report states. “Whether it is on the 
manufacturing shop floor, the finance or the 
operations department, the element of risk is 
different for each stakeholder. Defining each 
risk in qualitative terms is not enough for 
finance and/or C-level executives to make an 
informed decision.”

The Aberdeen report goes on to identify the 
key benefits from an executive’s perspective. 
They include “driving organizational align-
ment of executive and staff agenda through 
effective governance, understanding risks in 
terms of dollar-value impact and corporate 
equity, prioritizing organization initiatives 
based on risk level, [and] creating additional 
revenue opportunities by meeting compliance 
requirements for selling into new markets 
(and) regions.”

By far the most colorful description of 
GRC comes from Diana Kelley, founder 
of the research firm Security Curve, and a 
20-year veteran of IT security. Kelley likens 
GRC to a “garbage pail of stuff with ev-

3www.scmagazineus.com | Copyright 2011 Haymarket Media Inc.

76%
of respondents said 

compliance needs 

lead in pushing their 

companies to better 

safeguard customer/

client and other critical 

corporate data

– SC Magazine, 2011 

Data Breach Survey

The hardest part to quantify is 
reputational risk.”

– David Cullinane, CISO of eBay

G
R

C



erything in it.” Because there are so many 
moving parts, Kelley says it’s like “project 
management on steroids.”

In looking at the major individual compo-
nents of GRC, she says that risk is still the one 
area with the greatest potential for growth 
and maturity. The compliance and governance 
components, while still open for improve-
ment, appear to be more established, while 
risk is still being defined by both customers 
and vendors. In part, she notes, it is because 
companies are still trying to get a handle on 
all of the potential controls and getting them 
mapped to the appropriate level of risk.

Because risk is ubiquitous across the corpo-
ration, virtually any action a company takes 
has an element of risk. A small change in one 
application, for example, potentially could 
have a risk factor in another part of the com-
pany, she says. “It takes a lot of time to do 
risk assessment well,” she says, adding that a 
lot of organizations do not have the appropri-
ate tools in place to recognize, map and then 
analyze the associated risks.

One disconnect in many companies is 
understanding the difference between GRC 
processes and products, Kelley notes. The 
emphasis, she insists, should be on process. 

Chuvakin puts it more explicitly, describing 
GRC as a “collision between technology and 
process.” 

Before a company starts purchasing GRC 
software, senior management needs to fully 
understand how each part of the enterprise 
works, says Kyle Johnson, the former CISO 
for the Minnesota Department of Health, and 
currently practice manager for GRC tools at 
the Denver-based consulting firm Accuvant. 

Johnson recommends a holistic approach to 
GRC so that the various processes can com-
municate with one another and share infor-
mation. By focusing on risk elements across 
the enterprise, he says, compliance effectively 
will take care of itself. 

As well, governance is the byproduct of ef-
fective risk management, he says. If the tools 
are configured correctly – this is generally the 

tipping point in risk management – then the 
GRC tools will provide management with the 
actionable information it requires. If not, the 
GRC tools could well end up producing large 
reports that fail to meet the needs of the CFO, 
auditor, board members or other stakeholders.

The best way to ensure that management 
gets the appropriate reports is essentially to 
build the GRC product backwards, Johnson 
says. By knowing in advance what kind of 
report output is needed, it is more likely that 
the software can be built to provide the data 
to populate those results. 

“[Off-the-shelf] software doesn’t neces-
sarily match [your corporate] processes,” he 
says, “but you don’t know until you build the 
software.” As a result, he says, “you either 
change how you build your processes or you 
change the report [output].” 

Bruce Bonsall, vice president and CISO of 
insurance giant Massachusetts Mutual Life 
Insurance Co. and MassMutual Financial 
Group, knows a bit about implanting a GRC 
environment. He and his team have been 
working on such a project for more than two 
years now. 

Bonsall also knows about risk management 
and logs. MassMutual generates more than 
300 million log records daily, he says. While 
it is not difficult to find tools that can gener-
ate massive logs, the key, he says, is making 
sense of the data the logs produce – from the 
millions of data sets and thousands of servers 
– so that the IT department only needs to be 
concerned with log entries that deviate from 
the norm.

The goal, he says, is to “make every effort to 
control what we can,” starting with the most 
serious threats and vulnerabilities to the infra-
structure. “It’s a big inventory job,” he says.

Elusive ROI
It is one thing to define governance, risk 
and compliance, but it is quite another to 
determine its return on investment. “ROI 
in the security field is the elusive phantom,” 
Bonsall says. When he determines the ROI 
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for security investments at MassMutual, he 
considers the potential cost of the breach in 
terms of tangibles, such as the dollar cost of 
the breach, fines and other expenses, plus 
intangibles, such as corporate image and the 
impact it could have on future and existing 
businesses. He then turns the intangibles into 
tangibles to determine the total financial risk.

Convincing senior management to invest 
in GRC software can be a challenge, he 
acknowledges. In some companies, boards of 
directors might balance the investment to mit-
igate risk against investing the same dollars 
in sales, marketing and product development. 
While Bonsall says he must justify his GRC 
investments, he says that the MassMutual 
board understands that risks are real. “They 
don’t want to play chicken,” he says.

The challenge of eliminating risk by having 
all of the corporate systems talking to each 
other, monitoring potential attacks and ensur-
ing that the IT staff is aware of all potential 
threats is a very expensive undertaking, but 
necessary, he says. “Attackers only need to 
find one chink in the armor.”

David Cullinane, CISO of eBay, agrees that 
while demonstrating ROI can be a challenge 
in some organizations, chief financial officers 
and auditors are keen to eliminate risk. At 
eBay, for example, Cullinane says that if he 
can demonstrate that a $2 million investment 
can eliminate a $200 million potential risk, he 
will have little problems getting funding. The 
key, he says, is having the right tools that can 
track and report accurately all of the poten-
tial risks throughout the company and show 
how the most serious risks can be mitigated. 
“The hardest part to quantify is reputational 
risk,” he says.

While GRC software has improved con-
siderably over the years, Cullinane says 
there are still some significant shortcomings 
to what is offered today. For example, he 
would like the software to provide a com-
plete view of the company’s current posture, 
and then model multiple options to see what 
provides the most value for risk. For exam-
ple, if a department within a company wants 
to add a web application, what risk implica-
tions would that application have elsewhere 
within the company? What seems like an 
innocuous web application in one part of  
the network could have a negative impact  
on another.

Cullinane also would like to see GRC 
environments that can compare a mature 
business to an emerging business so that risk 
can be measured appropriately. Risk isn’t the 
same in every enterprise, he says, so the soft-
ware needs to understand the overall busi-
ness goals and environment in order to judge 
risk appropriately.

“Good, cost-effective [data] management 
returns more than its costs,” he says.

 
Challenges to upgrades
There are several barriers to entry in terms of 
a fully integrated GRC environment, ana-
lysts agree. One barrier that Security Curve’s 
Kelley notes is that many IT departments, as 
well as corporate boards, take the approach: 
“If it ain’t broke, don’t fix it.” Because these 
companies have been doing much of their risk 
assessment manually, using spreadsheets and 
expert opinions, they might not be prepared 
to trust a tool to tell them what their risk 
level is for a given situation.

Too, understanding when a company 
should move from manual to automated 
GRC can be a challenge. Some companies 
are pushed into GRC because of the need to 
stay in compliance with multiple national 
and international regulations. Companies, 
such as Mass Mutual, employ GRC to en-
sure they comply with the Sarbanes-Oxley 
Act (SOX). CISO Bonsall says that despite 
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the international insurance company legally 
being a privately held mutual company, it 
operates as though it were public. In addi-
tion to complying with SOX, it must comply 
with HIPAA, PCI DSS, and a plethora of 
other standards and legal requirements.

But when should a midsize company move 
to a full GRC environment? The answer to 
that, many analysts agree, is that there is no 
specific time to make the move. It is a deci-
sion that should be made by the company’s 
board of directors. If the company has built 
its processes to be interoperable, rather than 
silo-based on a given department, then it will 
have an easier time moving to GRC. How-
ever, some highly rated applications might not 
be interoperable with other similarly rated 
programs, effectively making them siloed ap-
plications as well. 

Understanding and managing governance, 
risk and compliance is a massive undertak-
ing, encompassing far more than simply the 
cost of purchasing, installing and configur-
ing new software, says security consultant 
Chuvakin. Overly optimistic consultants will 
tell customers that the ratio for the cost of 
services to the cost of software will be low – 
perhaps in the 2:1 or 3:1 ratio range. It is not 
uncommon, Chuvakin says, for companies 
with some knowledge of GRC technology 
to pay $7 to $20 for services compared to 
the cost of the software. Companies without 
existing GRC environments could expect to 
pay much more.

Costs really depend on the culture of the 
company, he notes. If governance and man-
agement models differ, then the GRC tools 
would not help much because suborganiza-
tions within the company would be working 
through different processes. Companies that 
build in consistency in tools across disciplines, 
even if those tools might not be 100 percent 
exactly matched to a given department’s 
needs, could incur far less cost implementing a 
GRC program 

Integration of disparate management-
reporting tools into a single, coordinated, 
cross-platform GRC environment is where 
most efforts to create a unified GRC envi-
ronment fail, Chuvakin says. Building an 
effective and coordinated GRC environ-
ment requires more than having tools that 
deliver detailed data. While an existing 
security information and event management 
(SIEM) tool might provide sufficient data in 
a standalone mode for most requirements, 
GRC needs even more information, he says. 
“People underestimate the time and effort to 
[build a GRC environment].”

A surprisingly large number of companies 
do not fully understand all of their business 
processes, says Security Curve’s Kelley. Many 
of these processes have been performed since 
the companies were small and have become 
ingrained in the corporate psyche. Under-
standing exactly how all of the corporate 
processes and technologies work together 
to protect the company jewels could require 
some parts of the company management to 
give up some of their authority, a requirement 
that many are not necessarily willing to do.

Getting a handle on GRC and how it helps 
very large enterprises is a longterm project that 
could take years to produce significant, action-
able benefits, says Norman Marks, an honor-
ary fellow at the Institute of Risk Manage-
ment, and an evangelist for business analytics 
at SAP. “GRC is not a set of functionality, it’s 
how you run the business,” he says. 

Eliminating fragmentation of business pro-
cesses – the siloed approach to governance, 
risk and compliance – is the key to successful 
GRC planning and implementation. “You 
need the different pieces to work together,” 
he says. “It’s the concept of harmony.” n

For more information about ebooks  
from SC Magazine, please contact  
Illena Armstrong, editor-in-chief, at  
illena.armstrong@haymarketmedia.com.
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