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Locking down  
government 
Cybersecurity at the federal level is going 
through an evolution – shifting from a  
focus on compliance to one centered on  
security operations, reports Beth Schultz.

A s the Obama administration and legislators 

polish their cybersecurity rhetoric, federal 

CIOs and IT security specialists are busy 

rethinking strategy and layering in the technologies 

needed to fortify the nation’s digital defenses.

Admittedly, some federal agencies and departments 

have implemented only the most basic of protections. 

Others have developed quite advanced cybersecurity 

postures, embracing the government’s latest mandates 

for Trusted Internet Connections (TIC), Einstein 2 

intrusion detection and domain name system security 

extensions (DNSSEC), for example. Regardless, no 

federal agency or department feels it has completely 

cracked the cybersecurity nut, says John Slye, prin-

cipal analyst at Input, a government market research 

and analysis firm. 

“Do they feel completely exposed? No, absolutely 

not. But everybody recognizes they have a long way to 

go with several hard challenges ahead,” he says. 

Robert Carey, CIO for the U.S. Navy and co-chair of 

the federal CIO Council’s Information Security Com-

mittee, agrees. “The federal cybersecurity posture is 

good, especially considering how diverse the infra-

structure is, but based on the threat there’s still a lot of 

work to be done,” he says. 

But one thing is for certain, he adds. “Nobody is 

trading off security in support of mission any longer. 

We’ve made a great deal of advancement to make 

cybersecurity a component that’s baked into the devel-

opment of new IT systems and capabilities.”

Certainly in the U.S. Department of Defense, but 

across the entire federal spectrum, “we have become 

net dependent – we cannot do our jobs at all without 

the network,” Carey says. “So therefore comes the 

realization that the network needs to be secured and 

trusted, just as the information that it carries needs to 

be secured and trusted. We start to see this cycle of 

advancing cybersecurity aspects of the network with 

advancing the mission capabilities.”

Elbow grease

Cybersecurity requires an evolution, one that cur-

rently sees federal agencies and departments shifting 

from a compliance-based security focus borne out of 

the Federal Information Security Management Act of 

2002 (FISMA) to one centered on security operations 

and monitoring, says Mischel Kwon, vice president of 

public sector security solutions with RSA’s professional 

services unit and former director for the United States 

Computer Emergency Readiness Team (US-CERT) 

and, before that, deputy director for IT security staff at 

the U.S. Department of Justice. 

“Every department and agency is figuring out how 

to open a security operations center, how to get the 

information it needs about what’s happening with its 

systems, how to correct problems in a more automated 

fashion and reduce vulnerabilities, and how to report 

those up to [the White House Office of Management 

and Budget],” Kwon says. “They’re working hard on 

cybersecurity…and we’ve seen a lot of progress made.” 

This is in keeping with the goals of the CIO Coun-

cil’s Information Security Committee, Carey says. 

For example, in conjunction with OMB and the U.S. 

Department of Homeland Security (DHS), the com-

mittee has worked on making the new FISMA metrics 

more operational. 

“You and I know, and many people have said, 

FISMA started out as a great idea and got a lot of 

people’s attention,” says Carey, “but it was a lot of 

checking of the boxes and not so much what actions 

are you taking to secure your network information that 

would lead a CIO or CISO to be able to have a risk 

assessment/risk management view that everything is 

OK. But by making FISMA metrics more operational 

we can do things like gather vulnerability statistics 

associated with the network infrastructure that clearly 

point to what you’ve got to work on.” 

Federal IT spending trends reflect the shift toward 

an operational focus. Proportionate to other areas, 

cybersecurity gets a “huge” percentage, at 10 to 12 

percent, of the federal government’s $80 to $90 billion 

IT annual budget overall, Slye says. The lion’s share 

of that spending goes toward security operations, for 

vulnerability management, firewalls, anti-malware 
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and anti-spam, incident management and response, 

network security monitoring and such.

“But it’s not as if in the last year or two the govern-

ment all of a sudden woke up and started throwing 

money at cybersecurity,” Slye says. “The spending per-

centage has been notching up over the last four to seven 

years. We see this market now growing at slightly better 

than an eight percent compound annual growth rate 

over five years from 2009 to 2014. This pace approaches 

double the growth rate of total federal IT spending.” 

The goal is improved situational awareness, provid-

ing the ability to monitor security and threat level 

in a real-time or near real-time capacity, Slye says. 

He cites the TIC initiative for optimizing external 

network connections and standardizing on security 

practices and the Einstein intrusion detection system 

(IDS) program as two federal mandates for bolstering 

situational awareness.

The stepping stone

In the government’s cybersecurity evolution, TIC 

represents the first step in establishing a minimum, 

standardized level of security across the federal enter-

prise, says Nicole Dean, deputy director of the DHS’s 

National Cyber Security Division (NCSD), which 

leads the TIC and Einstein efforts. “It’s about setting 

baseline security practices that every federal executive, 

civilian branch department or network would have to 

implement – anti-virus, anti-spam, network firewalls 

and things to that effect,” she adds. 

Progress toward TIC implementation has been 

steady, but slow – and federal departments and 

agencies have mostly blown the OMB mandate for 

implementation by December 2009. As of September 

2009, the U.S. Government Accountability Office 

(GAO) reported that none of the 23 major executive 

branch agencies the department evaluated had met all 

of the TIC requirements and most had experienced 

implementation delays. 

Dean and others attribute the overall delays, at least 

in part, to misinterpretation of TIC requirements as set 

out by OMB, but overseen by NCSD. The DHS divi-

sion monitors the TIC deployments, collects data and 

sees how well the departments and agencies are doing 

to meet the OMB mandate. 

“As we do our TIC compliance validation, we send 

people onsite to make sure that what departments and 

agencies are reporting in their data calls actually match 

what’s there. If it doesn’t, it’s not usually due to malice 

but confusion about what we want and what they think 

we want. Going onsite gives us a better picture of the 

agency’s or department’s progression.”

NCSD personnel can help a department or agency 

sort out what’s what on its network, she adds. “These 

networks have grown piecemeal over time, with no 

standardization or configuration management. Some-

times, understanding how it’s going to do an internet 

consolidation and implement mandatory toolsets 

requires that a department or agency work hand in 

hand with our folks.” This, of course, takes time.

Smarter security

Integral to TIC compliance is use of the Einstein 2 

intrusion detection appliances, which also collect 

NetFlow data, a network protocol for collecting and 

analyzing IP traffic information. “While certain agencies 

and departments already had IDS [intrusion detection 

system] themselves, we did not have a correlated picture 

across the .gov enterprise, so we rolled the Einstein 2 

IDS requirement into TIC,” says Dean, noting that US-

CERT analyzes the traffic flowing through Einstein 2.

As of early July, the NCSD had Einstein 2 opera-

tional at 12 of 19 designated departments and agen-

cies, with the IDS devices deployed – but not yet 

live – at a thirteenth, Dean says. However, the bulk of 

departments and agencies have opted to use managed 

IDS services from AT&T, Qwest Communications 

International, Sprint and Verizon – the four govern-

ment-sanctioned managed trusted internet protocol 

services (MTIPS) providers. Already deployed within 

those networks, the Einstein 2 devices should go 

operational shortly, she adds. 

At that point, the remaining departments and agen-

cies can begin contracting with the MTIPS providers 

for the managed security service. “Once it has traffic 
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flowing through the TIC location, a department or 

agency has met the basic security services the TIC 

required and we’ll be able to monitor and analyze traf-

fic through Einstein,” Dean says.

How long that process takes will depend on whether 

a department or agency has an established bandwidth 

contract with its MTIPS provider of choice or whether 

it’s shopping around for bandwidth, as well as the 

managed security service, Dean says. 

With the dozen Einstein 2 deployments at larger 

departments and agencies, the system is providing, 

on average, visibility into more than 278,000 indica-

tors of potentially malicious activity per month, Dean 

says. From those, DHS is gaining valuable insight 

into the nature of attacks being launched against 

.gov infrastructure, she adds. “I’m not saying we’ve 

answered all the ‘whys,’ but being able to get that big 

picture helps us know, ‘OK, this one is scattershot, 

but this one hits one agency,’ so we can focus our 

analysis appropriately.” 

The next goal for the Einstein program is to 

enable an active rather than passive defense mode to 

address the restrictions of the increasingly outdated 

boundary-oriented security model. Toward that end, 

Einstein 3 will introduce intrusion prevention capa-

bilities and move the protection mechanisms into the 

cloud, Dean says. 

For now, program constituents are evaluating tools 

and service providers for Einstein 3 and hope to have a 

decision in the fall, she says. “We’d like to start deploy-

ment in fiscal year 2011 [beginning Oct. 1, 2010], but 

that’s pretty hopeful.”

Further, Dean says, TIC and Einstein do not a 

defense-in-depth security model make. “DHS doesn’t 

alleviate departments or agencies from their basic 

cybersecurity roles and responsibilities. Everybody 

needs to keep phasing in more capabilities over time 

and keep strengthening the security posture of the 

federal government, she says.

A safer .gov experience

Adopting tighter authentication mechanisms on .gov 

sites, à la the DNSSEC standard for protecting against 

site hijacking, is another one of the TIC baseline 

capabilities. With DNSSEC on their DNS servers, 

departments and agencies can authenticate the origin of 

DNS data and verify its integrity as it moves across the 

Internet – in other words, visitors to www.whitehouse.

gov or www.irs.gov need not worry that they’re on a 

spoofed site. 

However, as they have with TIC and Einstein 2 

implementation, many departments and agencies have 

missed the OMB deployment mandate, issued in August 

2008, that all federal agencies have DNSSEC on their 

external-facing DNS servers by Dec. 31, 2009.

“It was an ambitious deadline, but it was reachable 

for most agencies – and some agencies did meet it, so it 

wasn’t impossible,” says Scott Rose, a DNSSEC author-

ity at the National Institute of Standards and Technolo-

gy (NIST), which wrote the core protocol specifications, 

tests DNSSEC implementations and provides deploy-

ment guidelines. 

Although Rose says he doesn’t have official numbers, 

he recalls federal assessments stating that of the roughly 

1,400 to 1,500 .gov domain names, 300 or less are signed 

using DNSSEC. “While it’s hard to judge the number 

of agencies based on those raw numbers, it seems the 

majority of agencies have not deployed yet,” Rose says.

Based on its research of 360 federal agencies, DNS 

vendor Secure64 estimates that as of June 2010, about 

one third of agencies have met the DNSSEC deadline, 

says Mark Beckett, vice president of marketing at the 

company. Again, failure to meet DNSSEC deployment 

requirements is less intentional than deliberate, he says.

Rose agrees. “This is largely an issue of awareness 

and education. Some agencies haven’t really looked at 

DNS in a very long time. You set up your network and 

then DNS and then you forget about it for the next five 

years,” he says.

But awareness will grow as the new set of operation-

ally oriented FISMA IT security controls, including 

some dealing with DNS, take effect in the next month 

or so, Rose says. “CIOs and managers are going to be 

more aware of the need for compliance under FISMA 
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than they were about the OMB memo. In fact, some 

agencies didn’t even know there was a deadline,” he 

adds. “So the FISMA controls will spur deployment 

because the agencies know they’ll be audited on them 

whereas OMB hasn’t really checked on deployment 

since its deadline passed.”

What’s more, as of mid-July, DNSSEC is fully 

deployed at the internet’s authoritative root zone. With 

DNSSEC at the root zone, NIST and other internet 

watchers expect greater deployment throughout the 

rest of the global DNS hierarchy – including the .gov 

domain.

How a department or agency deploys DNSSEC will 

vary greatly. “In some cases, DNSSEC will require a 

rethinking of the architecture and force a redesign,” 

Rose says. “But, in other cases, it’ll be a simple deploy-

ment upgrade. They’ll change some software, do some 

operational procedures and ‘boom!,’ there you have it.”

Some departments and agencies will be able to use 

off-the-shelf DNS appliances, while others are best roll-

ing their own DNS signers, adds Kevin Oberman, senior 

network engineer at the U.S. Department of Energy 

(DOE)’s Lawrence Berkeley National Laboratory. 

As an early adopter – Berkeley Lab implemented 

DNSSEC two years ago – Oberman has been charged 

with helping other DOE agencies with their own 

deployments. While the lab itself uses Secure64’s DNS 

Signer key management and zone signing software, 

Oberman says he doesn’t recommend any particular 

solution. One heavy consideration, he advises, is staff 

expertise.

“If you don’t really have DNSSEC expertise, it’s a 

bad idea to try doing this using open source. Appliances 

are much easier to use and, most importantly, you don’t 

need to know the protocols or how to read an request 

for comments (RFC),” he says. “Conversely, you really 

need to look at how average your DNS implementation 

is. Sometimes, turnkey solutions won’t handle anything 

special.” 

Like Berkeley Lab, the DOE and about 25 percent 

of its agencies met the OMB DNSSEC deadline, Ober-

man says. “But there are considerably more now.”

Risk factor

No doubt, with the threat of cyberattack a top 

concern of the present administration from Presi-

dent Obama on down, federal CIOs face challenging 

times deciding on which of the myriad cybersecurity 

initiatives to grapple with, and when. It’s all about 

improving risk assessment and management, says 

Input’s Slye. 

“Saying, ‘we’re secure,’ is like saying you’re never 

going to get a cold. You’re foolish to think that. 

So, more and more, people are saying, ‘We need to 

change our thinking from how secure we are to how 

we’re managing risk and how we measure the trade-

offs,’” he says.

“Cybersecurity is exactly that – it’s risk manage-

ment,” the Navy’s Carey adds. “You must understand 

your processes and your data and the environment 

in which your data is stored to then decide what the 

appropriate level of security controls are that are 

appropriate to it.”

And there are no silver bullets, says Ronald Ross, 

a computer scientist with NIST’s computer security 

division who specializes in FISMA guidelines. 

“Cybersecurity is a difficult and challenging 

problem, and many things will contribute to the 

overall solution set. We’ve got a lot of things happen-

ing in this space now that will fundamentally change 

the landscape of how we do business in the security 

world,” Ross says. “The bar is being raised every day, 

and we have an awful lot of work ahead of us still.” n

Beth Schultz is a longtime IT writer in Chicago. For 

more information on SC Magazine ebooks, please 

contact Editor-in-Chief Illena Armstrong at illena.

armstrong@haymarketmedia.com.
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