
Up against 
the wall
Raymond James Financial found  
defense-in-depth protection.

Sponsored by 



Up against the wall
A financial services company found help to 
monitor its configurations against internal and 
regulatory requirements, reports Greg Masters.

T
odd Ferguson recently found himself 
up against the wall, a firewall that is. 
While his company faced several secu-

rity challenges, ensuring that firewall poli-
cies met internal standards rose to the top of 
his priority list. 

Ferguson is the network security manager at 
Raymond James Financial, a financial services 
holding company with subsidiaries engaged 
in investment, financial planning, investment 
banking and asset management. 

Protecting the transactions of the company’s 
clients, as well as internal network activities, is 
an essential responsibility for Ferguson and his 
IT staff of 825. Maintaining a sound defensive 
posture is one major piece of the puzzle, as is 
keeping up with ever-changing requirements. 
Firewall policies, in particular, have a tendency 
to become “Swiss cheese” over time, he says. 
Additionally, he sought to tie the individual 
rules to the application and business owner.

A team, comprised of an architect and an 
engineer, began assessing products and ser-
vices from all of the major players in the space. 

“One of the challenges we faced at the time 
of our evaluation was simply supporting our 
firewall platform,” says Ferguson. “We consid-
ered all aspects, but were driven by the need 
for accuracy, reporting and, obviously, cost.”

Accuracy, he says, was a primary concern 
considering his team was planning to imple-
ment strict policy usage enforcement. Further, 
enforcement of that policy requires significant 
confidence in the accuracy of the monitoring 
and reporting. As such, his team compared 
usage results from multiple sources throughout 
the evaluation.

Choosing a winner
While the team engaged with several vendors 
to develop support for its firewall operation, 

FireMon from Secure Passage rose to the top 
of the heap for its use of real-time network 
device monitoring.

“Upon real-time detection of change, Fire-
Mon collects the policy and configuration of 
the changed device and performs a compari-
son of old policy to new policy and immedi-
ately reports the full change details via email,” 
says Jody Brazil, co-founder, president and 
CTO of Secure Passage.

The change report includes the “who, what, 
when and where” specifics about the change, 
he says. The newly retrieved policy is stored 
and becomes available for further audit by 
FireMon. The tool’s architecture can scale to 
monitor thousands of devices and it has built-
in redundancy to ensure monitoring is always 
available. 

“With FireMon, you can control change, 
improve firewall policies and enforce compli-
ance,” Brazil says.

This was the answer Ferguson and his team 
were looking for. “As with any solution that 
will take the data from firewall logs, the con-
cern is always centered on operational impact 
versus risk,” he says. 

By implementing FireMon, the company 
was able to tie individual firewall rules, 
groups or policies back to the business 
owners, monitoring usage and necessity 
over time. An added benefit is that reduc-
ing unused, or “shadowed,” rules reduces 
complexity and improves perimeter security 
postures, Ferguson says.

Painless deployment
The deployment was relatively painless, he 
adds. It involved defining new log destina-
tions to send firewall log traffic to FireMon. 
“The challenges that presented themselves 
are common to exposing visibility – what 
data do you want to report or alert on?,” 
he says. “Once we spent time tuning the 
product to our requirements, operational 
impact has been minimal and largely tied to 
the implementation of new firewalls to be 
monitored.”
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The tool has allowed Raymond James to 
continually monitor its configurations against 
internal and regulatory requirements. Each 
change is evaluated against configured polices, 
and alerts are sent if the change does not meet 
the policy requirements. Further, FireMon 
collects, monitors and reports on all of the 

company’s critical core and perimeter firewalls 
across the globe.

In addition, Ferguson says his team intends 
to decentralize the log collection in coming 
months to regional collectors.

Updates
To keep the system up to date, Secure Passage 
maintains an online user  
center where customers can obtain the lat-
est version of software and documentation, 
submit feature requests and review support 
tickets, and more, says Brazil. The company 
automatically notifies all accounts when 
FireMon updates are available. The updates 
and patches are available for download as a 
single packaged .ISO image. The image simply 
is transferred to the FireMon appliance via a 
secured transfer method. Once the image is 
copied onto the platform, an integrated “up-
date” command may be issued at the console. 

In addition, Secure Passage offers an 
online community where engineers can find, 
download, review and publish extensions for 
FireMon. 

Continual updating is a necessity these 
days, as Ferguson points out that most fi-
nancial services firms have found themselves 
subject to broad and targeted attacks over the 
past few years. 

“While the perimeter may have lost media 
focus to malware and the endpoint, it has 
not diminished the need to maintain layered, 
defense-in-depth and overall diligence in pro-
tective measures,” he says. n
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Up close:  
Company facts
Raymond James Financial, headquartered 
in St. Petersburg, Fla., was founded in 
1962. Its three wholly-owned broker/
dealers (Raymond James & Associ-
ates, Raymond James Financial Services 
and Raymond James Ltd.) and Ray-
mond James Investment Services Ltd., a 
majority-owned independent contractor 
subsidiary in the U.K., have more than 
5,300 financial advisers serving nearly 
two million accounts in more than 2,300 
locations throughout the United States, 
Canada and overseas.

The company reported net income 
of $60.7 million for the third quarter 
ending June 30. In comparison, the firm 
earned $42.6 million for the third quar-
ter of fiscal 2009, and $55.6 million for 
the immediately preceding quarter.

Discussing the company’s 3Q earnings 
with CNBC’s Maria Bartiromo in late 
July, CEO Paul Reilly credited the firm’s 
focus on the fundamentals – proven with 
90 consecutive quarters of profits. It is 
necessary to keep a long-term, balanced 
focus without getting caught up in swings, 
he said. “We know markets will go up 
and down.”



The banking and financial services industry faces tremendous scrutiny by 
both domestic and international regulatory bodies. PCI, SOX, FFIEC and 
GLBA regulations and mandates aim to ensure the integrity of financial 
reporting information and the privacy and protection of personal informa-
tion stored and transmitted in bank information systems. 

It’s a challenge to know where this data is stored and what controls are 
already in place to protect it. On top of that, ongoing risk assessments re-
quire that those controls be tested routinely. The challenge is further com-
pounded by the complexity of the organizations in terms of the geographic 
distribution of offices, data centers and business units, the state of ongoing 
mergers and acquisitions, and the data-intensive business processes. 

Tripwire solutions provide IT security and compliance automation to 
deliver intelligent change event management, enforce standards and 
policies, and remediate non-compliant configurations to protect valuable 
and sensitive data. Our comprehensive solutions help maintain a secure 
IT system by:

  »  Generating out-of-the-box policies for critical regulations and 
standards such as PCI, SOX, GLBA, FFIEC and SAS70. 

  »  Continuously addressing vulnerabilities one-by-one across the data 
center and virtual environments until the organization moves into a 
known and trusted state. 

  »  Providing dynamic change intelligence to prioritize changes or events 
of interest that cause you to drift out of compliance with built-in, real-
time configuration control. 

  »  Instantly alerting you to all changes or suspicious events that could 
take you out of compliance. 

  »  Securely recording and generating reports representing current, 
historical and trend analysis of IT configuration changes and log 
events to enable audit preparedness. 

  »  Automating the repair of configurations that have fallen out of 
compliance and returning them to a secure and compliant state.

©2010 Tripwire, Inc.  |  101 SW Main St., Ste. 1500  |  Portland, OR  97204  |  Main: 503.276.7500  |  www.tripwire.com
Tripwire is a registered trademark of Tripwire, Inc. All rights reserved. 
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Headquartered in Portland, Ore., Tripwire has operations in 15 coun-
tries around the world. Tripwire’s powerful IT security and compliance 
automation solutions help businesses and government agencies take 
control of their entire IT infrastructure.  
For more information, visit www.tripwire.com.

Thawte is a leading global Certification Authority. Our SSL and code 
signing digital certificates are used globally to secure servers, provide 
data encryption, authenticate users, protect privacy and assure online 
identifies through stringent authentication and verification processes. 
Our SSL certificates include Wildcard SSL Certificates, SGC SuperCerts   
and Extended Validation SSL Certificates.
For more information, visit www.thawte.com.

http://www.thawte.com/index.html
http://www.thawte.com/ssl/index.html
http://www.thawte.com/code-signing/index.html
http://www.thawte.com/ssl/index.html
http://www.thawte.com/ssl/wildcard-ssl-certificates/index.html
http://www.thawte.com/ssl/sgc-supercerts-ssl-certificates/index.html
http://www.thawte.com/ssl/extended-validation-ssl-certificates/index.html



