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Arresting 
cyberespionage
Companies need to shift their thinking about 
cyberattacks, reports Stephen Lawton.

If ever there were any doubt whether the 
security industry had found a way to 
stop cyberespionage, the activities of the 

past few months should put that to rest. In 
March, an attack on email marketer Epsilon 
exposed millions of consumers’ names and 
email addresses, while an SQL injection at-
tack, dubbed LizaMoon, infected some four 
million websites. In addition, a spear phish-
ing attack in January on two Canadian gov-
ernment departments, allegedly originating 
in China, compromised systems after gov-
ernment employees opened infected emails.

More signifi cant, however, was the March 
phishing attack on security vendor RSA, 
a division of EMC, which appeared to 
target the company’s SecurID authentica-
tion service. In a letter to customers, Ex-
ecutive Chairman Art Coviello warned of 
“an extremely sophisticated cyberattack in 
progress being mounted against RSA.” That 
breach took advantage of a zero-day exploit 
that installed a backdoor through a vulner-
ability in Adobe Flash. Some RSA employ-
ees received an email with the subject line 
“2011 Recruitment Plan,” which included 
an infected Excel spreadsheet with the same 
name. Adobe has since released a patch for 
the fl aw.

These attacks, which depended in part 
on social engineering – essentially, duping 
people into divulging confi dential informa-
tion – demonstrate that cyber intrusions 
need not always require sophisticated tech-
nology, although certainly the attackers do 
have computing prowess. 

Kimberly Kiefer Peretti, director of the 
advisory forensic services practice at Price-
waterhouseCoopers (PwC), says most com-

panies today focus on prevention of attacks 
– building bigger fi rewalls and installing 
anti-malware software – when instead they 
should be focusing on the actual detection 
of attacks. Although prevention is im-
portant, she says no company can be 100 
percent secure, so it is crucial to ensure that 
they can detect anomalous system and net-
work activity as quickly as possible to shut 
down the attacks before crucial data leaves 
the building.

Peretti has extensive knowledge of cyber-
crime. As the former lead prosecutor and 
senior counsel in the computer crime and 
intellectual property section of the U.S. 
Department of Justice (DoJ), she was lead 
prosecutor in the largest hacking and iden-
tity theft case ever prosecuted by the DoJ. 
In that case, Albert Gonzalez was accused 
of leading an international hacking ring 
that stole more than 170 million credit and 
debit card numbers from some 14 major U.S. 
retailers. Peretti successfully convicted him 
and several of his foreign partners. 

While she acknowledges that enhanced 
spam-fi ltering technology and increased 
user awareness and education are critical in 
combatting cyber offenses, she says compa-
nies should assume their systems are already 
breached and should therefore analyze their 
network for inappropriate activity. State-
sponsored and organized crime attackers 
could be in corporate systems for days, 
months or even years, she says, adding if 
a company only looks for new breaches, it 
might overlook an existing attack that is 
sucking its database dry. 

Further, companies need to shift their 
thinking about cyberattacks from a strictly 
IT perspective to an investigative one, she 
says. Instead of looking at fi rewalls, for ex-
ample, and testing all of the known ways of 
defeating such technology, security profes-
sionals should instead analyze log fi les and 
build baselines for critical systems so that 
they can determine when unusual and unau-
thorized activity takes place.
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Many of today’s attacks appear to come 
from trusted sources, Peretti adds. Technolo-
gy can help determine if the source is trusted, 
but employees still need to make sure that 
they do not click on links without being 
certain it is valid.

Erin Nealy Cox, another former federal 
prosecutor and assistant U.S. attorney, says 
there is no silver bullet for overcoming data 
theft. “Good IT security is a process, not a 
product,” she says. A key component of that 
process is training the staff to to use the tools 
that are already in place.

Cox, now executive managing director and 
deputy general counsel at Stroz Friedberg, a 
risk assessment consultancy, says organiza-
tions must understand who the enemy is and 
what type of information an attacker might 
be seeking. Like Peretti, Cox says attack-
ers will work night and day to get into their 
target’s systems. 

In many companies, the corporate manage-
ment philosophy is to believe that cyberespio-
nage won’t happen to them. The challenge, 
she says, is to get top corporate management 
to sign off on implementing a 24/7 security 
system before the enterprise suffers a breach. 

Cox is a big believer in not only having 
processes and procedures in place but actu-
ally implementing them. For example, com-
panies need to ensure that their employees 
change their passwords routinely. She also 
says that convenience is not a good excuse for 
lax security practices. 

“Executives with confi dential data are 
pay dirt for hackers,” she says. Corporate 
management must be required to follow 
strict security procedures and not get by 

with claiming that security is too diffi cult or 
inconvenient for them. 

Oversight and detection
Other experts agree that concentrating only 
on technology solutions will not be enough 
to deter those seeking entry to corporate 
systems. Even layered security – including 
unifi ed threat management (UTM) hardware 
at the network’s perimeter, along with anti-
virus and anti-malware software on every 
system – will go only so far, says Rick Moy, 
president and CEO of NSS Labs, a Carlsbad, 
Calif.-based provider of test-based research 
and advisory services. One issue with UTM 
hardware is that when the system is fully 
confi gured to check for all potential threats, 
network throughput can drop signifi cantly. 
A 1-Gbp network could see as much as a 90 
percent reduction in throughput. If a network 
only is using 50 Mbps in throughput, then 
a 90 percent loss is acceptable, but it also 
means the company will be paying for a con-
siderable amount of unused bandwidth.

In addition, while Moy says he recognizes 
the need for user education, he cautions that 
education alone isn’t the answer. “Education 
is an excuse to sell anti-virus software,” he 
says. Although some technologies are prom-
ising in stopping penetrations of networks, 
he says the emphasis must be on oversight 
and detection.

Intrusion detection technology is useful, he 
says, but a large number of deployed sys-
tems are incorrectly confi gured. Rather than 
simply throwing money at the problem and 
buying more hardware, companies should 
make greater efforts to train their staffs on 
the technology they already own to ensure 
that it is working properly to stop breaches, 
he says. He also recommends that companies 
have proper staffi ng to manage their devices, 
as too often.

“You might have to hire someone to 
deliver on the promise [of security],” Moy 
says. Management also needs to listen to the 
security staff to ensure that proper 
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technology, policies and procedures are 
in place, he adds.

An inside perspective
It is one thing to talk to security professionals 
who are experts in intrusion detection and 
prevention. It is another to talk to someone 
skilled at breaking into companies. Meet Eric 
Knight, a certifi ed ethical hacker with more 
than 15 years of experience in data security. 
Knight is a senior knowledge engineer at 
LogRhythm, a Boulder, Colo.-based log man-
agement and SIEM vendor. 

Knight says that one size does not fi t all 
when it comes to enterprise data security. 
While it is helpful to know what tactics 
worked at other companies, every company 
is different. Knight’s view of network secu-
rity might seem a bit unorthodox, but then, 
so is his expertise. 

Companies tend to keep their hardware for 
too long, he says. While it seems reasonable 
to get as much value out of an investment as 
possible, using older hardware puts a com-
pany at more risk than one that uses newer 
models. The problem, he says, is that because 
the hardware has been around for a longer 
time, crooks have had more time to discover 
ways to compromise these systems. 

For example, while a Digital Equipment 
VAX running VMS might have been state-of-
the-art 15 years ago, its vulnerabilities today 
would be greater than the value of using it to 
run highly sensitive systems – even though 
the platform was, at the time it was new, one 
of the most secure.

Vulnerability-free code is just one way 
to fi ght intrusions. For example, one U.S. 
government facility – Knight declined to 
identify it – uses hermetically sealed server 
racks. If a problem occurs in the rack, the 
entire system needs to be moved to a highly 
secured lab for repair. While this might 
seem extreme, it ensures that no one can 
access any portion of the system without 
proper authorization, he says.

And then there are more daring acts. 

Although the conventional wisdom today 
says that most intrusions are made over the 
network, that is not always the case. Many 
hackers still partake in such mundane activi-
ties as physically entering into restricted, or 
even public, areas and plugging in infected 
thumb drives. Another strategy is to leave 
infected thumb drives on company grounds, 
such as a parking lot, and wait for an unwit-
ting employee to pick one up and plug it into 
a computer, thereby infecting the system.

Intruders rely more on social engineering 
than remote exploits, Knight says. A compa-
ny cannot necessarily keep all intruders out, 
but it can keep its data protected, he says. En-
crypting internal data, for example, can keep 
hackers from making use of the information 
even if they gain access. 

Companies need to better monitor of their 
assets, constantly looking for anomalies on 
their networks, he adds. For example, look 
for computers that are connected to remote 
systems, particularly those that otherwise 
would have no reason to be connected in this 
way. Segmenting network assets and increas-
ing fi rewall protection by closing unnecessary 
ports also can aid in keeping data within 
the company’s network, even if the system is 
compromised, Knight says.

He identifi es some simple activities com-
panies can do to increase protection, such 
as setting up alarms and alerts that tell the 
security staff when an employee is using a 
computer to which they are not assigned, 
which could signal a threat. 

From a personnel standpoint, he suggests 
that increased background checks on poten-
tial employees can identify individuals who 
might have a questionable past. 

Face time
Jared Carstensen, managing director at 
TeamInfoSec, a Dublin, Ireland-based IT and 
security consultancy, underscores the prob-
lems of social engineering. “People tend to be 
too trusting,” he says. “If you put on a suit 
and walk up to a door behind someone else 
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[not dressed in a suit], they’ll hold the door 
open to you. You won’t be challenged.”

Often, this is an issue of culture. In North 
Africa, for example, there is an inclination 
for some people to not trust authority fi gures. 
If these people are part of the IT team of 
Western companies, they might not imple-
ment the security precautions dictated by the 
policies and procedures of their European 
or North American IT counterparts. Mean-
while, in India, Carstensen says, auditors 
often accept without challenge answers 
provided by top corporate management on 
questions of security. It is not their culture to 
confront senior management. If they are told 
something is true, they accept it. These differ-
ences can lead to varying degrees of network 
and system security, he says. 

On the other hand, the challenge in North 
America and Europe is clamping down on 
social engineering that might seem innocu-
ous or mundane, says Carstensen. It is not 
illegal to sit in a coffee shop or on public 
transportation and listen to the conversa-
tions of people around you, he says, but 
this is a common way for intruders to gain 
inside knowledge about people, products 
and activities within a company that can be 
exploited later.

So what are companies doing wrong today 
and what must they do to make things right? 
The role of the CIO and CISO is a thankless 
task, says Carstensen. They know they need to 
keep intruders out and that persistent attack-
ers will fi nd a way in. Senior management at 
companies of all sizes need to understand that 
intrusions can happen to them, and they must 
fund both people and equipment suffi ciently 
to ensure compromised data will not leave the 
premises, he says.

Experts interviewed agree that one of the 
most powerful tools companies have today 
are their log fi les. Organizations need to 
ensure there is more intelligence behind the 
logs they collect, Carstensen says. If logs are 
collected but ignored, they cannot provide 
any value. CEOs and boards of directors 
need to upgrade security to a business prior-
ity, and provide the proper tools and train-
ing of staff to ensure that logs, along with 
all other aspects of security, are properly 
addressed.

NSS Labs’ Moy underscores the impor-
tance of not only keeping logs but ensuring 
they are reviewed. Logs are only as good as 
the data they collect, he says. CISOs need to 
make certain that the personnel creating the 
rules for and monitoring the logs are get-
ting the information they need to make an 
informed decision about network activity. 

While security event and incident manage-
ment (SIEM) software and other log man-
agement solutions can be pricey, they could 
pay for themselves if they stop even a single 
incident, LogRhythm’s Knight says. Even 
if the software costs upward of $20,000 or 
more, it could make sense, even for a small 
to midsize business – if the company has or 
processes valuable data, such as intellectual 
property or fi nancial records. The cost of 
losing client information, personally identifi -
able information or other crucial data could 
cause a company to go under

Housing situation
Other security experts agree it is critical to 
understand exactly where in a company to 
house critical assets. Systems that store fi nan-
cial or other confi dential information should 
be on segmented networks and protected 
from less vulnerable data. Not all data is the 
same, nor should it be protected in the same 
way, Carstensen says. 

Token-based authentication, improved and 
increased analysis of log fi les, and better 
overall policies and procedures are needed 
to stop today’s intruders, says Ira Winker, 
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a former National Security Agency (NSA) 
analyst and chief security strategist at Tech-
nodyne, a Wayne, N.J.-based information 
technology consulting fi rm. 

Winkler says that even if a company or 
government agency has just a one percent 
failure rate of users who fail to follow the 
education provided, that can result in a huge 
number of potentially compromised systems. 
The U.S. Department of Defense, for ex-
ample, might have three million individual 
PCs on its network. A one percent failure 
rate would expose 30,000 of those systems 
to possible compromise.

Preventing data leakage is a numbers 
game, Carstensen says. Addressing the 
recent RSA attack, he asks: “If you com-
promise even one percent of the SecureID 
tokens, what’s that worth? Billions?” De-
pending on what the thieves collected, the 
total cost of the breach, including RSA’s 
years of research to create the tokens, could 
be enormous, he says.

One of the most important keys to ensur-
ing a minimal amount of data leakage is to 
assume that one’s systems can and will be 
breached, Winkler adds. By looking at the 
network from the inside out rather than 
outside in, security managers can lock down 
potential avenues of data leakage.

Further, security offi cers need to guaran-
tee that the basic, underlying vulnerabilities 
are fi xed immediately. This includes mak-
ing sure all software patches are installed, 
ensuring that users cannot turn off security 
functions, and that out-of-date systems are 
brought up to the most current levels. 

Complying with data security standards 
should be seen as a baseline place to start 
measuring security, he says, not an end-
point. Being compliant with any security 
standard, be it PCI DSS or ISO 27000, 
simply means that one was compliant when 
the testing was done, but hackers who really 
want to get into a system often will.

Jesus Oquendo, senior security architect at 
an East Coast telecommunications provider, 

supports the hands-on understanding of 
cyberattacks. “You can’t learn about attacks 
on blogs or in the news,” he says. “You can’t 
know how to defend yourself if you don’t 
know how to attack.” 

In too many cases, companies watch what 
kinds of data is coming into its network, 
building large walls around their servers, 
without watching what is going out from 
the network, he says. For example, while it 
might make sense for database activity to 
take place during business hours, it might 
not be appropriate for data to leave the da-
tabase over the network during non-working 
hours, he says. By closing off certain appli-
cations or systems from the network, com-
panies can stop at least some inappropriate 
data transfers.

Setting strict rules for the movement of 
data can be time-consuming and challenging 
for the IT staff, he says, but it can be effec-
tive at keeping corporate data from leaving 
the network. 

One major challenge CISOs face is trying 
to explain to top management why it should 
make signifi cant dollar investments in hard-
ware, software and personnel. If all works 
as planned, the executive might never see the 
return on investment, since the systems are 
never compromised. If a system is compro-
mised, the CISO then needs to explain why 
the attack worked. 

The RSA breach shows that no one is 
immune from attacks, PwC’s Peretti says. 
“With enough patience and persistence, plus 
research and development, they get in.”

Security is much easier to implement early 
on, and at a much lower cost, Oquendo says. 
If a company waits for a breach before it de-
ploys safeguards, there might not be anything 
left for it to secure. ■

For more information about ebooks 
from SC Magazine, please contact 
Illena Armstrong, editor-in-chief at 
illena.armstrong@haymarketmedia.com.
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