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the cloud
IT staffs considering cloud 
computing must weigh options.
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Cloud computing
The virtualization scenario maximizes 
hardware capacity and eliminates single-
purpose systems, reports Buffy Cranford.

Part 1: Security controls in 
a cloud environment
Behind every great house is a talented ar-
chitect, and behind every successful cloud 
computing environment is a savvy group 
of IT professionals. These experts develop 
network architecture, write policies, examine 
the risks, implement functional processes 
(such as asset or incident management), and 
determine compliance. According to GFI 
Software’s “2010 SME Technology Report,” 
more than 80 percent of companies with 100 
to 249 employees are developing or using 
cloud computing architecture.

Whether setting up a server internally or 
expanding company services with a cloud 
provider, the top two concerns for IT profes-
sionals are security and privacy. 

“Most organizations are unaware of the 
form and extent of risk control services they 
are receiving from their in-house capability 
and, as a result, they do not adequately doc-
ument their security and compliance needs 
before purchasing an externally provisioned 
service,” says Jay Heiser, research vice 
president for Gartner, in What You Need 
to Know About Cloud Computing 
Security and Compliance.

As IT staffs study cloud parameters, it is 
necessary to examine the pros and cons for 
server integrity and capacity, automated and 
physical monitoring, access security and 
security requirements in service level agree-
ments (SLAs).

Server integrity
Cloud computing offers businesses the fl ex-
ibility of using resources on demand. The 
virtualization scenario maximizes hardware 
capacity and eliminates single-purpose sys-
tems because multiple virtual machines are 

housed on one server. However, before ex-
punging servers to free up room on the rack, 
users are advised to assess the server integrity 
and capacity of a potential cloud provider.

The integrity of a server focuses on protec-
tion of the data. The server may be a multi-
processor, multicore enterprise server housed 
in a temperature-controlled room with a 
backup generator for power and cooling, but 
ultimately, the data itself must be protected at 
all times. This means the data and the appli-
cations are always available to the consumer 
and that the data maintain consistency dur-
ing transfer, storage or retrieval.

Protecting the data should also be the 
number one priority of the cloud provider. A 
quality host will offer certifi ed hardware and 
software with its cloud computing packages. 
A number of providers include sections on 
their websites outlining available servers, but 
you should be sure to fi nd out the details of 
the candidate’s cloud environment.

If an enterprise were creating its own 
cloud, it would likely place servers in various 
racks rather than bundling them together, as 
well as test all of the physical connections. 
Furthermore, it would develop secondary 
systems for power and data backups. Then, 
when power and backup plans were in place, 
it would thoroughly test the power and sys-
tems over and over for failure possibilities, 
such as the inability to restore power in the 
case of a full outage.

Besides power outage threats, the integrity 
of a server also can be threatened by failing 
patches and security fi xes. As software up-
dates become available for operating systems 
or anti-virus applications, a cloud provider 
should pay attention and immediately update 
the servers. Additionally, the provider needs 
to determine if any of the software changes 
may alter security settings, and then test and 
make any necessary adjustments to those set-
tings after any patches or fi xes are loaded.

Other providers may furnish a company 
with an initial server loaded with up-to-date 
security and operating system patches, but 
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then it is the responsibility of the customer 
to maintain the server. However, for smaller 
businesses with limited IT staff, some provid-
ers offer enterprise server software packages. 
This software can monitor for updates and 
set Windows servers to automatically check 
for updates, much like a Windows OS.

One of the biggest security concerns of cloud 
computing is safeguarding the data from other 
customers. With so many companies contract-
ing with providers and sharing cloud space, 
companies want to know their data is secure. 
To protect data and the integrity of the server 
from other customers, cloud providers can 
implement high levels of authentication, install 
SSL certifi cates and even encrypt those cer-
tifi cates. The Cloud Security Alliance further 
recommends that providers allocate space for 
customers so data is not integrated with the 
data of other customers.

According to Noreen Plath, vice president 
of business services for USArchive, a Red-
mond, Wash.-based document imaging com-
pany that relies on cloud environments for 
hosting its services, customer access to data 
varies with the type of data involved. 

“Data can be maintained in public folders 
within the cloud environment for access by 
anyone who is provided the instruction and 
steps to view the data,” says Plath. In some 
situations, records are even maintained in a 
public domain status. From there, she says, 
“the records can be maintained in a view-
only mode, or with the ability to download 
and email or print.”

Specifi cally, consumer records may feature 
individualized security and a guest logon 
could be published to only those individuals 
who are authorized to view and/or download 

the information, she adds. Then the con-
sumer would have access to the information 
through the status of the public folder.

The recent acquisition of VeriSign’s secu-
rity business by Symantec points to another 
solution. Suddenly, Symantec can take its 
relationship with PGP, a leader in data en-
terprise encryption software, and combine it 
with the authentication and identity security 
package offered by VeriSign. The VeriSign 
business portfolio includes Secure Sockets 
Layer (SSL) Certifi cate Services, Public Key 
Infrastructure (PKI) Services, VeriSign Trust 
Services and VeriSign Identity Protection 
(VIP) Authentication Service. With this com-
bination of network security powerhouses, 
compliance management, identity manage-
ment and securing data could be wrapped up 
in one package.

Whether to choose user access, compliance 
and data segregation, or a software suite that 
enhances server integrity, those looking for a 
cloud service ultimately have to fi nd a pro-
vider they can trust with the company’s data 
and which can offer the necessary integrity 
and server capacity standard required.

Server capacity
No one enjoys seeing the “Low Disk Space 
Available” message on an in-house or vir-
tual server. In current network models, if 
additional disk space is required, you likely 
reallocate resources and possibly add hard-
ware for a beefed-up system. In a cloud 
environment, where services are delivered on 
demand, capacity means a lot more than the 
size and collection of hard drives.

In a cloud, hardware components include 
servers, as well as storage and networking 
hardware. Cloud providers offer a host of 
services and various server sizes and capabili-
ties for companies. As a customer builds an 
internal cloud or examines the capacities of 
external providers, it is imperative to review 
the performance of the CPUs, examine the 
RAM and hard drives, and confi rm the error 
logs function correctly. Providers offer various 
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hardware bundles – such as a Dell PowerEdge 
server with two Intel Xeon 5120 DC proces-
sors, two gigabytes of RAM, two 250 giga-
byte SATA hard drives, and bandwidth capa-
bilities of 2.5 terabytes. Other options may 
include six gigabytes of RAM or 500 gigabyte 
hard drives, depending on requirements.

In making a decision, experts advise start-
ing with minimum requirements when select-
ing a provider. On-demand environments are 
designed for expansion, so users can always 
add more cloud servers. If performance 
declines, a cloud provider can review event 
logs from the OS for errors or issues. Then, 
it usually can deliver a report that examines 
if the processors are being overused, or if the 
RAM is insuffi cient. It also should be able to 
analyze the hard drives and determine if a cli-
ent needs more space for data storage and for 
running applications.

Automated and physical monitoring
Besides monitoring for server capacity, 
automated and physical monitoring will 
protect the integrity of a company’s servers. 
In a cloud computing environment, central-
ized storage can be controlled and monitored 
more easily than multiple servers. The cloud 
computing provider is responsible for main-
taining data privacy and security, which 
means administering numerous methods for 
automated and physical monitoring. Even the 
U.S. government, which began consolidating 
data centers into clouds earlier this year, is 
developing and implementing federal security 
guidelines (FedRAMP) that include continu-
ous network monitoring.

The concept of monitoring servers has 
existed since the early 1970s and has been 
revamped and molded by various server-mon-
itoring software vendors hundreds of times. 
The basic monitoring system is often known 
as the hypervisor, or a virtual machine moni-
tor. In a cloud environment, the hypervisor 
controls the host processor and its resources, 
sometimes allocating those resources among 
multiple operating systems. Linux, Oracle 

and Microsoft have hypervisors often inte-
grated in their server operating systems.

Ultimately, automated monitoring should 
include highly detailed event logs with a full 
reading of network fl ow information. As with 
an internal network, a public cloud provider 
should have the capabilities in place for 
monitoring traffi c. For example, alerts might 
be sent if the fi rewall blocks a packet with 
content in the payload. Even packets with a 
null payload might be monitored and trapped 
because they might contain viruses or worms. 
Whether worms are being quarantined or a 
hard drive is over-capacity, automated moni-
toring also provides instant notifi cation if 
something goes seriously wrong with a server.

Manual monitoring in a cloud environ-
ment often means taking the reports and logs 
generated from automated monitoring and 
manually scanning the reports or running an-
alytics on the results. This gives the cloud of 
servers a high level of security. Those respon-
sible for manual monitoring also dig into the 
heart and soul of the hardware, ensuring the 
peripherals are in good condition. Further, 
periodic tests are run to ensure optimization.

USArchive’s Plath says that although one 
may have a local IT professional, these ad-
ministrators are not typically provided with 
automated and physical monitoring tools to 
protect the server integrity. “This function is 
carried by the staff of the cloud computing 
environment. Removal of this function from 
the user environment will lessen overheads, 
maintenance and costs,” she says.

From a consumer standpoint, the cloud 
computing service should be responsible for 
maintaining and monitoring the server. Ac-
cording to Plath, there are plenty of monitor-
ing tools available that provide audit trails 
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and logs that indicate which individual(s) 
accessed data and records from the cloud en-
vironment at which particular date and time.

Those considering a cloud provider usually 
can request a full disclosure statement of its 
monitoring practices and access security.

Access security
To avoid possible security breaches and human 
disasters, the Cloud Security Alliance stresses 
the importance of access security. When de-
termining requirements for access security, ex-
perts advise the following steps for maximum 
success. First, set up each user with multifactor 
authentication (MFA) and implement a strong 
encryption program. Next, monitor console 
and physical access and initialize account 
rules for inactivity. It is also vital to frequently 
review logins, as well as install malware and 
anti-virus detectors. Finally, review application 
authentication confi gurations.

With MFA, multiple forms of identifi cation 
confi rm the authentication of a transaction. 
Beyond a login and password, MFA may 
require a security card, PIN number or even 
a Mission Impossible-type biometric scan 
of a fi ngerprint or eye. A strong encryption 
program encrypts the data to and from the 
cloud using secure sockets layer (SSL), but 
also encrypts the data as it sits in storage at 
the cloud provider.

Monitoring console access, physical access 
and logins lets the IT staff review any ab-
normalities in access changes. For example, 
if a user logs in from work in Utah at 4 p.m. 
and from India at 8 p.m., this should spur 
an alert. Additionally, the provider should 
initialize account rules for inactivity. In order 
to reduce security breaches, after a prolonged 
period, a system should be in place to lockout 
administrative privileges.

The cloud provider also should have soft-
ware in place that performs heuristics on out-
going information and looks for spam bots, 
sensitive information, encrypted or Zip fi les, 
and investigates the activity and, if needed, 
interdicts them.

For reviewing application authentication 
confi gurations, multiple logins should be 
used for performing administrative functions. 
The process should be checked for security 
holes. For example, if a user is not authorized 
for secured operations, but can access the ap-
plication, there is defi nitely a security issue.

Plath also recommends the assigning of 
individuals to various security groups. “Secu-
rity groups are dynamic and end-users can be 
added and deleted as necessary to maintain 
full security coverage and a profi le on the 
system,” she says. “The administrator can set 
up notifi cations to indicate when new fi les or 
documents are added to specifi c folders by 
end-users, which help tracks activity.”

Server integrity and capacity, as well as 
system monitoring and access security are 
essential in a cloud computing environment. 
The cloud provider should detail all of these 
security features and other possible concerns 
in their cloud-specifi c SLAs.

Service level agreements
Even if one believes the advertising hype by 
cloud computing providers touting zero per-
cent downtime, it is unlikely to be found in 
writing in an SLA. The SLA is often the key 
holder for protecting your data, because it 
outlines everything – from hardware compo-
nents to compliance to the software used for 
monitoring. Cloud providers know compa-
nies go to great lengths to protect their data, 
and a thorough SLA is often the only provi-
sion in place.

 “Vendors should be prepared to show 
evidence of security testing of the code before 
and during operation,” according to Gart-
ner’s Heiser. Additionally, those considering a 
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cloud vendor should develop new contracting 
expertise, he says, adding, “Cloud computing 
risks may require unique contracting clauses, 
and the maturity of cloud contracts continues 
to evolve.”

Just as providers use various hardware 
peripherals from one vendor to the next, 
their SLAs also differ. When reviewing cloud 
computing providers, must-have requirements 
for safeguarding data include performance 
measures, legal and regulatory compliance, 
and internal and external controls.

Performance and incident-management 
reporting can be measured in terms of down-
time, technical support availability and the 
activity of the hypervisors or other software 
packages used for monitoring.

Beyond performance and incident manage-
ment, SLAs also should address legal and 
regulatory compliance. Experts suggest that 
customers compile a list of internal compli-
ance requirements with those outlined in the 
SLA. If one works with banking solutions, 
the requirements are likely different than 
those of marketing fi rms storing email and 
advertising slicks in a cloud. For example, 
cloud providers GoGrid, Amazon EC2 and 
Rackspace all list SAS 70 compliance in their 
SLAs (see Part Two for insight into various 
compliance regulations).

If the SLA meets compliance requirements, 
the user can then inquire about measurement 
of privacy controls. With important data 
at stake, it is helpful to know what type of 
internal and external security controls are in 
place. In a comparison of GoGrid, Amazon’s 
EC2 and Rackspace, all three companies 
offer web-based control panels and a applica-
tion programming interface (API). Addition-
ally, GoGrid and Rackspace also feature 

subadministrators and managed domain 
name systems (DNS).

In its SLA, Rackspace addresses security 
controls in detail. The company uses fi re-
walls, encryption and access controls, and 
offers a monitored facility accessible only by 
a limited number of people. Furthermore, 
their employees, contractors and agents are 
bound by nondisclosure and confi dentiality 
agreements.

When researching SLAs, it is vital to keep 
all of the major components of a successful 
cloud environment in mind. Gartner encour-
ages proactive involvement to “ensure that 
the maximum use of new cloud computing 
products can be made, while avoiding placing 
the organization at unacceptably high levels 
of security or regulatory compliance risk.”

Any cloud provider worth consideration 
will pay close attention to server integrity 
and capacity, offer automated and physical 
monitoring, and feature a controlled environ-
ment with high-end access security. Most 
importantly, a cloud provider should be well-
versed in compliance issues for companies 
with versatile requirements.

Part 2: Basics of cloud security guidelines 
compliance
IT professionals adhere to compliance and 
auditing-related standards set forth by a mul-
titude of regulatory and legislative require-
ments. In a cloud computing domain, the IT 
team is responsible for implementing security 
policies and standards used on their indi-
vidual platforms into a shared infrastructure. 
Cloud computing offers new challenges for 
meeting compliance standards and necessi-
tates advanced risk management for possible 
security loopholes that compromise data.

Cloud security compliance
As a constant stream of data fl oats across 
networks, there has been a push for regulat-
ing compliance requirements within every 
cloud computing environment, but for now, 
a standard does not exist. Instead, these 
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standards are left up to the IT staffs in cor-
porations. IT professionals installing private 
clouds have tight reign over hardware (serv-
ers, storage and networking), the company 
fi rewall and enterprise software. In a public 
cloud, services are managed by a third-
party hosting provider that may not meet 
the auditing and compliance requirements 
preferred by the individual organization.

According to Gartner, when considering 
a cloud computing service, users should ask 
for evidence that the provider has tested 
its code for application vulnerabilities and, 
when appropriate, request a commitment to 
meet regulatory standards, such as Payment 
Card Industry Data Security Standards (PCI 

DSS), the Health Insurance Portability and 
Accountability Act (HIPAA) in the United 
States, and in Europe, the EU Data Protec-
tion Directive.

Private and public cloud compliance
The compliance challenge differs in a pri-
vate versus a public cloud due to a number 
of decisions. Private clouds can manage the 
demands of internal departments by allocat-
ing hardware and software resources, as well 
as any necessary components from external 
vendors or service providers. The design of 
a private cloud allows the IT team internal 
control over resources and security while 
maintaining compliance requirements.
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Cloud:
Auditing standards
ISO standards contain both national and 
global requirements intended to protect 
consumers of both products and services. 
In a cloud computing environment, ISO/
IEC 27001/27002 is recommended because 
it specifi cally addresses the pre- and post-
requisites for implementing and operating a 
secure system.

If a public cloud provider embraces the 
SAS 70 standards, a full description or ac-
tion plan must be outlined – from when the 
data reaches the cloud and how it returns 
to the end-user. The plan also must contain 
details of the controls, internal tests and 
safeguards provided in the cloud. Basically, 
the provider complying with SAS 70 should 
deliver a full audit trail. In a cloud comput-
ing setting, SAS 70 Type II is the recom-
mended minimum requirement.

Sarbanes-Oxley applies to publicly 
owned companies and has specifi c rules for 
governing fi nancial reporting. For cloud 
providers hosting information for medi-
cal practices or companies, providers must 
provide compliance with HIPAA.

PCI DSS standards address providers 
who are storing, transmitting or processing 
credit cardholder information. Jay Heiser, 
researcher for Gartner, says, when “credit 
card numbers are stored (which happens 
surprisingly often in cloud-based CRM 
applications), you have a legal and ethical 
obligation to ensure that they do not leak.”

Some of the specifi c compliance issues 
outlined under PCI DSS include: creation 
and maintenance of a secure network with 
a fi rewall and router confi gurations; en-
cryption of all transmitted data; installa-
tion of anti-virus and security software for 
protection against internal and external 
breaches; constant monitoring of pass-
words, physical access and visitor logs; 
and maintaining accurate system activity 
logs and performing a quarterly scan for 
unauthorized access of wireless access 
points.

Even if a cloud computing setup adheres 
to one or all of these auditing standards, 
there are a variety of compliance issues and 
terms of service possibilities worth consid-
ering before contracting with a public cloud 
computing provider.



In a public cloud, a hosting provider offers 
services, such as web applications and stor-
age and disaster recovery, in a pay-per-use 
setting. For companies with limited budgets, 
using a public cloud provider reduces the 
need for purchasing additional hardware 
and software as workloads increase. Plus, 
since the public cloud offers IT service, even 
if a company’s internal demands increase, it 
wouldn’t need to expand its IT staff if the 
public cloud meets requirements for storage 
and compliance.

Compliance with overseas providers
In a cloud computing environment, one 
never knows where the magic servers storing 
the enterprise’s data are located. They could 
be down the street or across the ocean. 
Many industry observers say that American 
companies should actually feel more at ease 
if their cloud computing provider houses 
servers in Europe because the EU has more 
stringent privacy laws compared to those in 
America.

For example, the U.S. Patriot Act allows the 
government and a select list of other agencies 
access to company information for the protec-
tion of the nation. In Europe, even email ad-
dresses are considered protected personal data 
and U.S. companies face litigation if European 
compliance regulations are ignored.

According to Gartner’s Heiser, “Regula-
tions on the treatment of personal 
information vary across the globe, and a 
growing number of countries place 
restrictions on whether it can be stored out-
side of the country.”

Consequently, it is diffi cult for a cloud 
provider to provide a single level of service 
that is acceptable in every jurisdiction. How-
ever, he says, “Providers are becoming more 
willing to accommodate privacy regulations 
through contractual commitments to store 
data within specifi c countries, although this 
is diffi cult to verify.”

Those concerned with transmitting data 
to an overseas server, should check with the 

provider and ask for full disclosure on server 
location and compliance guidelines used in 
that country.

Compliance standards
If a company is considering a public cloud 
provider, it must familiarize itself with some 
of the regulatory standards, experts say, 
including the International Organization for 
Standardization (IOS), Statement on Audit-
ing Standards 70 (SAS 70), Sarbanes-Oxley, 
HIPAA and the PCI DSS. These are likely 
standards already established and main-
tained in the company’s private, in-house 
network, but any public cloud provider 
under consideration should be willing to 
comply with the requirements.

“If you cannot get a contractual commit-
ment to support specifi c forms of investiga-
tion, along with evidence that the vendor has 
already successfully supported such activi-
ties, then your only safe assumption is that 
investigation and discovery requests will be 
impossible,” says Heiser.

Cloud Security Alliance
Whether it is the lack of control over com-
pliance regulations and encryption settings, 
or security and backups, your IT staff is 
faced with a daunting task when selecting 
a cloud computing provider. Thankfully, 
the Cloud Security Alliance (CSA) offers a 
number of guidelines for selecting a pro-
vider, examining risk management and 
analyzing possible security loopholes. With 
the increase of cloud computing providers, 
more than 100 innovative professionals from 
companies including Dell, Visa, Sun, Du-
Pont and eBay, volunteered their time and 
expertise by forming the nonprofi t Cloud 
Security Alliance in December 2008. In 
the quest for regulating and standardizing 
cloud computing, the group has established 
recommended security guidelines and offers 
education programs and documentation.

When examining public cloud companies, 
the Cloud Security Alliance has outlined 
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specifi c features one should consider for 
managing risk, protecting the security of data, 
and meeting the accountability essentials for 
compliance and audits.

“Risk assessment processes that function 
well when applied to corporate data centers 
often cannot provide a useful level of assur-
ance that an externally provisioned service is 
adequately resistant to accident and human 
manipulation,” says Gartner’s Heiser.

Therefore, before a provider is selected,  
potential users are advised to compile a full 
outline of the current compliance and audit 
provisions within their organization. Then, 
the prerequisites the organization requires 
from any provider for risk management can 
be addressed.

According to the CSA, pay close attention 
to these provisions: analysis of compliance, 
auditing rights, a review of policies and pro-
cedures, data and staff integrity, password 
protection, and business continuity policy 
(BCP). A BCP, often referenced as a disas-
ter plan, consists of a written document or 
a manual outlining the plan for protecting 
data in case of a natural or human disaster, 
or a disruption in service.

When analyzing the complaints capabilities 
of the provider, if an organization must fol-
low standards, such as PCI DSS or HIPAA, 

the cloud provider should provide those same 
standards as options. A company should also 
have auditing rights for confi rming the pro-
vider has implemented appropriate compli-
ance tools. In some cases, an independent se-
curity audit of the provider can be requested.

The CSA recommends employers hosting 
cloud services perform background checks 
and require employees sign nondisclosure 
agreements. 

If passwords are breached, the security of a 
network is instantly susceptible. It’s impera-
tive to confi rm that a cloud provider regularly 
tests password strength and security – and 
multiple passwords are encouraged for all 
applications. Additionally, users and their 
passwords must undergo frequent monitor-
ing. If users are no longer with the company, 
communicate with the provider and delete 
their user profi les.

As your company adopts either a private 
or public cloud environment, applying your 
knowledge of compliance, security factors and 
risk management may help you learn more 
about your current confi guration and prepare 
your company for a move into the clouds.  ■

For more information, please contact Illena 
Armstrong, editor-in-chief, SC Magazine, 
at illena.armstrong@haymarketmedia.com.
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